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1 Change History

Version Date Description

01 2023-08-30 This issue is the first official release.
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2 Security Maintenance Overview

Photovoltaic (PV) operators need to establish a security maintenance mechanism
to ensure that their application systems operate properly in a secure environment.

Application systems are now exposed to increasingly severe security threats, which
may result in power outages, revenue loss, or system breakdown. Therefore, PV
operators need to build and maintain security mechanisms for application systems
at several layers to detect and handle any possible security issues.

These threats cannot be all prevented by technology. To address these issues, PV
operators need to establish a security management system based on security
maintenance suggestions and security issues found in routine maintenance,
thereby ensuring that application systems operate securely and properly.
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3 Device Layer Security

3.1 Mobile App Maintenance Suggestions

3.2 Serial Port Maintenance Suggestions

3.3 Upgrade and Maintenance Suggestions

3.4 Log Maintenance Suggestions

3.1 Mobile App Maintenance Suggestions
The BackupBox does not have a WiFi module. Therefore, you need to connect the
mobile app to the EMMA of the BackupBox to perform security maintenance.

3.1.1 Maintenance Suggestions
● After a BackupBox is deployed for the first time or you log in to the mobile

app for the first time, set the passwords for the users (user and installer).
● Avoid using weak passwords, which are prone to attacks and cracking by

unauthorized users. To ensure system security, the password length and
complexity must meet the security requirements. A password must meet the
following requirements:
– The password must contain at least eight characters.
– The password can consist of digits, uppercase letters, and lowercase

letters.
● Leaving a password unchanged for a long time increases the risk of password

compromise. Change the password at least once every six months.
● To ensure security, you are advised to disable the data connection when using

the mobile app.
● You are advised to use a mobile phone that has not been rooted to reduce the

risk of information leakage.
● The mobile phone logs are saved in the app directory. Export and back up the

mobile phone logs when you need to use them.

3.1.2 Procedure
To log in to the mobile app for the first time, perform the following steps:
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Step 1 Log in to the FusionSolar app and choose Commission Device.

Step 2 Log in to the app.
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----End

3.1.3 Exception Handling
● Keep the password properly. If the password is lost, you cannot log in to the

system.

3.2 Serial Port Maintenance Suggestions
The commissioning serial port has been removed.

3.3 Upgrade and Maintenance Suggestions

3.3.1 Maintenance Suggestions
● Upgrading the BackupBox to the latest version helps update functions,

eliminate problems in earlier versions, and improve device security
performance.

3.3.2 Procedure
You can upgrade devices such as the EMMA and BackupBox to the latest versions
over the mobile app. The upgrade procedure is as follows:

Step 1 On the operation console menu, choose Maintenance > Upgrade. The Select
device screen is displayed.
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Select the corresponding device, select the upgrade file, and tap NEXT to check
the version.

After confirming that the information is correct, tap UPLOAD. After the package is
uploaded, tap Update Now to start the upgrade.

Figure 3-1 Select device screen
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Figure 3-2 Check screen
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Figure 3-3 Upgrade package loading screen
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Figure 3-4 Upgrade confirm screen

Figure 3-5 Upgrade completion screen

Step 2 After the upgrade is complete, you can confirm the target version on the upgrade
screen or download the run_log file for confirmation. For details about how to
download the run_log file, see the next section.
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----End

If you have any questions about the upgrade, refer to the upgrade guide or
contact Huawei supplier for support.

3.4 Log Maintenance Suggestions

3.4.1 Maintenance Suggestions
● Periodically checking device logs helps you learn about the latest device

status and eliminate security risks.

3.4.2 Procedure
Perform the following steps to export logs of the BackupBox over the app:

Step 1 On the operation console menu, choose Maintenance > Device logs. On the
displayed Download logs screen, tap DOWNLOAD to download the current logs.
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Figure 3-6 Download logs screen
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Figure 3-7 Logs downloaded successfully screen

Step 2 On the Download logs screen, select Current logs. The screen for selecting
current logs and storage paths is displayed. Select a log, tap Share, and select a
sharing mode to export the log.
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Figure 3-8 Selecting logs and a save path

Step 3 Check logs to learn about the latest device status. Logs contain the following
information:

User operation log: records user operations and operation time.

Run log: records the startup and running process of the monitoring system.

Power log: records the startup and running process of the power system.

Alarm log: records active alarms and historical alarms. You can locate faults based
on alarm logs.
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Figure 3-9 Logs

----End
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4 Software Integrity Protection

The integrity of an obtained software package should be checked to prevent PV
system network risks that may be caused by malicious tampering or damage
during the transmission of the software package. A software package can be
installed only after it passes the check.

4.1 Manually Verifying the Digital Signature of Software Packages
4.2 Software Integrity Protection

4.1 Manually Verifying the Digital Signature of
Software Packages

After downloading software packages during installation and update, users or
technical support personnel need to manually verify the integrity of the software
packages (PGP package signature). The verification requirements must be
specified in the installation manual to remind installation personnel to perform
the verification. After the verification is successful, upload the software packages
to the device so that the device automatically verifies the integrity of the inner
software packages (CMS inner signature).

The software package signature is used to manually verify the integrity of the
downloaded software packages. Users or technical support personnel use the
integrity verification tool to manually verify the integrity of the software packages.

Step 1 Log in to https://support.huawei.com/enterprise/en/tool/software-digital-
signature-validation-tool--pgp-verify--TL1000000054. Click English to switch to
the English version. (Chinese documents can be downloaded on the Chinese page,
and English documents can be downloaded on the English page.)
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Step 2 Click V100R001C00. The download page is displayed.

Step 3 Select VerificationTools.zip, KEYS.txt, KEYS4096.txt, and OpenPGP Signature
Verification Guide.pdf, and click Download.

Step 4 After the download is complete, decompress VerificationTools.rar and go to the
VerificationTools > Windows directory in VerificationTools to obtain the PGP
verification tool.

Step 5 Log in to the support website of the software product and download the .asc
signature file and software package.

Step 6 Double-click PGPVerify.exe to start PGPVerify.
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Step 7 Load the public key file as follows: Click Select Public Key and select the KEYS.txt
file downloaded in step 3.

Step 8 Verify the file. Note that the .asc file must be in the same directory as the
software package XXX.tar/zip.
● To verify a single file, click Single Verify and select the .asc signature

verification file.
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● To verify all files in the directory, click Multiple Verify and select the C:\PGP\
directory.

Step 9 Confirm the result.
● If the verification item is yellow and the value of Results is [WARN], the

signature cannot be verified for certain reasons.
● If the verification item is red and the value of Results is [FAIL], the signature

verification failed.
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● If the verification item is green and the value of Results is [PASS], the
signature passes the verification using the specified public key.

● If the verification item is green and the value of public key fingerprint in the
Results column is B1000AC3 8C41525A 19BDC087 99AD81DF 27A74824,
the signature file is a valid signature issued by Huawei. Otherwise, the
signature file is untrusted.

Note: If the software package signature verification tool and public key need
to be integrated into the products for automatic integrity verification, the
public key replacement function must be provided.

----End

4.2 Software Integrity Protection
The preceding features prevent software upgrade packages that have been
tampered with from being downloaded to boards and affecting system functions.
Only software packages that have not been tampered with can be loaded and
used.
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