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1. Introduction

Secure QR Code currently presents on Aadhaar print-letter and e-Aadhaar. It contains
only the demographic information of the Aadhaar holder. UIDAI is replacing the existing
one with a new Secure QR Code which will now contain demographics as well as
photograph of the Aadhaar holder. Information in Secure QR Code will be made secure
and tamper-proof by signing it with UIDAI digital signature.

1.1 Target Audience

This is a technical document and is targeted at agencies who wanted to use the aadhaar
secure QR code to validate the resident.

1.2 Legal Framework

The Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits and Services)
Act 2016 was published in gazette notification on March 26, 2016. The Act is to provide
for, as a good governance, efficient, transparent, and targeted delivery of subsidies,
benefits and services to Aadhaar Number holders. A gazette notification was issued by
Central Government on 12th July 2016 to establish UIDAI as an Authority and
operationalize certain provisions of Aadhaar Act 2016. Authentication regulations are
also published under this Act. These documents specify legal framework for
authentication usage, AUA/ASA engagements, audits, and other details. Detailed partner
documents are also published. These documents are available at http://uidai.gov.in/.

1.3 Objective of this document

This document provides specification and logic for Secure QR Code. It contains details
including data format, validation logic and specifications.
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2. SECURE QR CODE

Secure QR Code can be scanned and resident details can be verified against provided
Aadhaar / eaadhaar copy. Secure QR code contains demographics as well as photograph
of the aadhaar holder. This information is signed so as to make it tamperproof.

2.1 Channels to avail service

Secure QR code is available in eaadhaar and Aadhaar print letter. In future this will be
available in offline ekyc service also.
O

2.2 Data fields

Secure QR code is dividing into four parts.
e Text Data: Text data contains the following data fields in given sequence, which
is embedded in byte array with the delimiter of byte value”255”
a. Email_mobile_present_bit_indicator_value (can be 0 or 1 or 2 or 3): 0 :
indicates no mobile/email present in secure qr code. 1: indicates only email
present in secure qr code. 2: indicates only mobile present in secure qr code 3:
indicates both mobile and email present in secure qr code.
referenceld
name
date of birth
gender
care of
district
landmark
house
location
pin code
post office
State
Street
Sub district
p. VTC
e Photo of the resident: JP2000 Photo embedded in byte array after text data. No
delimiter available for photo
e E-mail Id and Mobile number: Hash value of email and mobile is converted into
byte (fixed size - 32 bytes each for email and mobile) embedded into the Secure
QR code byte array.
e Signature: Signature value is embedded in Secure QR code byte array in the last.
Size is fixed as 256 byte.

SCPEZ T FTISE MO A0 T
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3. Specification

3.1 Data Format:

Sequence of embedded data in Secure QR Code:

e 0,1, 2, 3: 0 - no mobile/email. 1- Only email. 2 - Only mobile. 3 - Both
email/mobile

o referenceld - last 4 digits of Aadhaar code and date time stamp in

“DDMMYYYYHHMMSSsss” (including milliseconds)

name

date of birth

gender

Address : care of

Address : district

Address : landmark

Address : house

Address : location

Address : pin code

Address : post office

Address : State

Address : Street

Address : Sub district

Address : VTC

Photo of the resident (highly compressed including face only in JP2000 format)

email as hash (hashing logic same as offline xml) [fixed size - 32 bytes]

mobile as hash (hashing logic same as offline xml) [fixed size - 32 bytes]

Signature HASH [fixed size - 256 bytes]

3.2 Validation steps:

e Convert the base10 value of Secure QR code into Big Integer.

e Convert the Big Integer into byte array.

e Decompress the byte array.

e Read the value of byte array from index 0 to till first delimiter value “255”
and convert this byte array value into string with encoding “ISO-8859-1".
We will get the Email_mobile_present_bit_indicator_value as 0, 1, 2 or 3.

e Read the value of byte array from next index (index will be last presence
of delimiter value +1) till we hit the next delimiter value “255” and
populate the appropriate field..
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Repeat step 5 till we get value of the VTC field.

Now read the value of signature from end (Byte array length -1) till 256
byte in reverse order. Signature size is of fix length of 256.

Post  getting  signature value, check the value of
Email_mobile_present_bit_indicator_value:

o if its 3 then first read mobile from index (Byte array length - 1-
256) and then email from index (Byte array length - 1- 256- 32) in
reverse order. Each value will be of fix size of 32 byte.

o If Email_mobile_present_bit_indicator_value is 1 then only mobile
is present.

o If Email_mobile_present_bit_indicator_value is 2 then only email is
present.

o If Email_mobile_present_bit_indicator_value is 0 then no mobile or
email present.

Email and Mobile value will available in byte. Convert into Hexadecimal
String.

At last read the photo from index (VTC delimeter value of “255” + 1) to
index (Byte array length - 1- 256 - (if mobile present then -32 if email
present then -32 ))

Remove the signature value from secure qr code byte array to get signed
data.

Now validate (signature value and signed data value) by using public key
with algorithm SHA256withRSA.

To verify mobile/email, first obtain the fourth digit of reference id (last
digit of Aadhaar number). If it is 0 or 1 then converts provided Input
mobile/mail id into sha256 value of provide data. In case of 2 to 9 convert
the sha256 value for same number of times. This converted value should
match with the value received in 8. If value not matching means
mobile/email not verified.

Sample Data:

6979414848205548481619299442879901900893978332594614407044767717485
4072801040777146586981633254016592128309207342330475784547018105670
3201527022368291791582523470375471250488792130918178960780916888458
3848396456653007022479356336240198130363930881632367124738541517499
4944581396473788086806141692732214047414765965839531692488313762243
9633516957706481298714057814488581947919017353764497023212514225396
3784979138011318798385442436099901621998283624816070080504830712594
5257605969343415767556267915904036368781398616655993833194292283644
3418391319795873869700141049383928129869234282995156671253030975875
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9364649701153639921979798429707566199261950037418171329283207372048
0149486691606667761984140406333846771047176975075217175867767090842
0036495617886363610598886726092988757709295557040780378302139789734
1999914616790441029837229129746669225095633201097644321593502503404
4407141105151670348891282589655834359650302258453485645820515213488
0074257444287708777419466898351662963107334120270545338278061377542
7336949283388084891654484225446940941660942440637784744293259916479
8414070881894629644896702318664819042373384948728130988908758456400
3437037038710879895018022086543601275248721667704181731293011974760
1017807577565413977545693375480131324240696099879479436722576566447
9395931955906845912618090380231221781720061504995691852188387493372
3828159703728892446400999753093833679817602359729232832096508699018
4531426188862965408313308973495924965144113396593829090645266653313
7745820361389820133685614747191544471348944666115605897582518290632
2637030028217582347956984726143934840455825140227373086505348221458
9180028302043821438357583302818374143973997002745047526405755760407
0450066944235013370817802998150803248403378288126443000419003568164
2911426109823019897675202600207987688279659723561501559448618205778
1476152918170746403157005216896239428521706033466061587608065036133
1530744321959521313685642341680054477701903457770249176298796391711
6171992985207826530916075926098959061815888989183529473561436667450
3961584445497685736312628248483551986529867423016255476553691922054
2416862309689752295117009281712815499026823653023336774129517888398
0686979604051223589931173433785868453115672141628011447336882646309
8485252394260075790386415875290922570568686439586036262465414002334
1178700889228016605294147597843187998438061300969981908812404041388
6929330978233530529672066622024330417508635827821135578995799801480
1209332293458940463859106591986434520433810583569309224929264228263
8414773789493293124439582159392944326694642602165340745608827230068
3845979281234025307833029113552695267520379083343023785283174060143
3198364243363569730205351077393441691141240055900819091229931605146
8655201830018102397084643225883899560362917601755588438191054182345
8023961017432363660609526272294014370606369884649967328537762118057
0537788160304936809915237889489342387891057012783726694920184573202
7896729639223800282711244480242656443966863415084478303513802421275
4239384941028383040959498850324679954444468760695488151059751568641
0993828907588979699141180160893062603338104857903239845856783130275
935413569275439908789983311663211937449259444259898972766208
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4. Appendix

4.1 References/Any additional info:
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