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You are about to remove rules associated with alert triggers. The rules will be removed from any alert trigger conditions.

Display a warning banner if users deselected any rules that have been defined in the 
trigger conditions.



Use EUICallout - color = warning, size = m

Initial state When users deselected rules that are associated in an alert trigger When users need to add rules (require field mapping) AND deselecting rules that are 
associated in alert triggers
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Rule name LibraryLog typeRule severity Description
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New field mappings for your detector changes

To perform threat detection, known field names from your log data source are automatically mapped to rule field names. 

Additional fields that may require manual mapping will be shown below.


Detector field name Maps to Log field name

network_dir

creator_dir

user_geo_id

Status

network_folder

creator_group

user_local

3 rule fields may need manual mapping
To generate accurate findings, we recommend mapping the following security rules fields with the log fields in your data source.

▼ Automatically mapped fields (12)

Pending field mappings

You are about to remove rules associated with alert triggers. The rules will be removed from any alert trigger conditions.

Display warning banner on top of field mapping component

Edit detector rulesEdit detector rules Edit detector rules

Security analytics policy_3_38fj Edit detector rules
Security analytics policy_3_38fj Edit detector rules Security analytics policy_3_38fj Edit detector rules

Detection rules (220 selected)
Detection rules (234 selected) Detection rules (234 selected)

Rule name
Rule name Rule name

Library
Library Library

Log type
Log type Log type

Rule severity
Rule severity Rule severity

Description
Description Description

High DNS Bytes Out
High DNS Bytes Out High DNS Bytes Out

High DNS Bytes Out
High DNS Bytes Out High DNS Bytes Out

Cobalt Strike DNS Beaconing
Cobalt Strike DNS Beaconing Cobalt Strike DNS Beaconing

Cobalt Strike DNS Beaconing
Cobalt Strike DNS Beaconing Cobalt Strike DNS Beaconing

High TXT Records Requests Rate
High TXT Records Requests Rate High TXT Records Requests Rate

High TXT Records Requests Rate
High TXT Records Requests Rate High TXT Records Requests Rate

High TXT Records Requests Rate
High TXT Records Requests Rate High TXT Records Requests Rate

High TXT Records Requests Rate_copy
High TXT Records Requests Rate_copy High TXT Records Requests Rate_copy

High TXT Records Requests Rate_copy
High TXT Records Requests Rate_copy High TXT Records Requests Rate_copy

High TXT Records Requests Rate_copy
High TXT Records Requests Rate_copy High TXT Records Requests Rate_copy

Normally, DNS logs contain a limited amount of...
Normally, DNS logs contain a limited amount of... Normally, DNS logs contain a limited amount of...

Normally, DNS logs contain a limited amount of...
Normally, DNS logs contain a limited amount of... Normally, DNS logs contain a limited amount of...

Extremely high rate of NULL record type DNS...
Extremely high rate of NULL record type DNS... Extremely high rate of NULL record type DNS...

Extremely high rate of NULL record type DNS...
Extremely high rate of NULL record type DNS... Extremely high rate of NULL record type DNS...

Extremely high rate of NULL record type DNS...
Extremely high rate of NULL record type DNS... Extremely high rate of NULL record type DNS...

Extremely high rate of NULL record type DNS...
Extremely high rate of NULL record type DNS... Extremely high rate of NULL record type DNS...

Extremely high rate of NULL record type DNS...
Extremely high rate of NULL record type DNS... Extremely high rate of NULL record type DNS...

Extremely high rate of NULL record type DNS...
Extremely high rate of NULL record type DNS... Extremely high rate of NULL record type DNS...

Extremely high rate of NULL record type DNS...
Extremely high rate of NULL record type DNS... Extremely high rate of NULL record type DNS...

Extremely high rate of NULL record type DNS...
Extremely high rate of NULL record type DNS... Extremely high rate of NULL record type DNS...

Default
Default Default

Default
Default Default

DNS
DNS DNS

DNS
DNS DNS

High
High High

High
High High

Default
Default Default

Default
Default Default

DNS
DNS DNS

DNS
DNS DNS

High
High High

High
High High

Default
Default Default

Default
Default Default

Default
Default Default

DNS
DNS DNS

DNS
DNS DNS

DNS
DNS DNS

High
High High

High
High High

High
High High

Custom
Custom Custom

Custom
Custom Custom

Custom
Custom Custom

DNS
DNS DNS

DNS
DNS DNS

DNS
DNS DNS

High
High High

High
High High

High
High High

Search
Search Search

Log type
Log type Log type

Rule severity
Rule severity Rule severity

Status
Status Status

Save changes

Save changes

Cancel

Cancel New field mappings for your detector changes


When adding new log data sources, you may need to map additional log fields to rule field names. To perform threat detection, known field 

names from your log data source are automatically mapped to rule field names. Additional fields that may require manual mapping will be 

shown below.


We have automatically mapped 12 fields
Your data sources have been mapped with every rule field name. No action is needed.

▼ Automatically mapped fields (12)

t

Save changesCancel

New field mappings for your detector changes

To perform threat detection, known field names from your log data source are automatically mapped to rule field names. 

Additional fields that may require manual mapping will be shown below.


Detector field name Maps to Log field name

network_dir

creator_dir

user_geo_id

Status

network_folder

creator_group

user_local

3 rule fields may need manual mapping
To generate accurate findings, we recommend mapping the following security rules fields with the log fields in your data source.

▼ Automatically mapped fields (12)

Pending field mappings

If there are changes involving field mappings AND if some fields are no 
automatically mapped, show field mapping container�
� Show warning banner on how many fields will need manual mappin�
� Show table of pending field mappings


(E.g. adding a new data sources with unmapped field names)

If there are no changes involving field mappings, do not show field mapping 
container.
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New field mappings for your detector changes


When adding new log data sources, you may need to map additional log fields to rule field names. To perform threat detection, known field 

names from your log data source are automatically mapped to rule field names. Additional fields that may require manual mapping will be 

shown below.


We have automatically mapped 12 fields
Your data sources have been mapped with every rule field name. No action is needed.

▼ Automatically mapped fields (12)
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Name
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Frequency
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network_traffic_logsnetwork_traffic_logs network_traffic_logsnetwork_traffic_NA* network_traffic_NA*

New field mappings for your detector changes

To perform threat detection, known field names from your log data source are automatically mapped to rule field names. 

Additional fields that may require manual mapping will be shown below.


Detector field name Maps to Log field name

network_dir

creator_dir

user_geo_id

Status

network_folder

creator_group

user_local

3 rule fields may need manual mapping
To generate accurate findings, we recommend mapping the following security rules fields with the log fields in your data source.

▼ Automatically mapped fields (12)

Pending field mappings

If there are no changes involving field mappings, do not show field mapping 
container.

If there are changes involving field mappings AND there can all be 
automatically mapped, show field mapping container�
� Green banner to inform users OpenSearch has automatically mapped all 

the field�
� Users can expand the “Automatically mapped fields” to see a table of the 

mapped field�
� Users can adjust the automatically mapped fields if needed.


(E.g. adding a new data sources with unmapped field names)
If there are changes involving field mappings AND if some fields are no 
automatically mapped, show field mapping container�
� Show warning banner on how many fields will need manual mappin�
� Show table of pending field mappings


(E.g. adding a new data sources with unmapped field names)
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