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ǧ

DiWclaimeVǧ

ThiW reporX iW WYbjecX Xo Xhe XermW and condiXionW (inclYding [iXhoYX limiXaXion, deWcripXion ofǧ

WerZiceW, confidenXialiX], diWclaimer and limiXaXion of liabiliX]) WeX forXh in Xhe VerificaXionǧ

SerZiceW AgreemenX beX[een CerXiK and žMaXicž (Xhe ƈCompan]Ɖ), or Xhe Wcope ofǧ

WerZiceW/ZerificaXion, and XermW and condiXionW proZided Xo Xhe Compan] in connecXion [iXh Xheǧ

ZerificaXion (collecXiZel], Xhe ƈAgreemenXƉ).ǧ

ǧ

AbSYX CeVXiKǧ

CerXiK iW a Xechnolog]-led blockchain WecYriX] compan] foYnded b] CompYXer Scienceǧ

profeWWorW from Yale UniZerWiX] and ColYmbia UniZerWiX] bYilX Xo proZe Xhe WecYriX] andǧ

correcXneWW of WmarX conXracXW and blockchain proXocolW.ǧ

CerXiKƅW miWWion of eZer] aYdiX iW Xo appl] differenX approacheW and deXecXion meXhodW, rangingǧ

from manYal, WXaXic, and d]namic anal]WiW, Xo enWYre XhaX Xhe projecX iW checked againWX kno[nǧ

aXXackW and poXenXial ZYlnerabiliXieW. CerXiK leZerageW a Xeam of WeaWoned engineerW andǧ

WecYriX] aYdiXorW Xo appl] XeWXing meXhodologieW and ZerificaXionW on Xhe projecX, in XYrn creaXingǧ

a more WecYre and robYWX WofX[are W]WXem.ǧ

CerXiK haW WerZed more Xhan 100 clienXW [iXh high qYaliX] aYdiXing and conWYlXing WerZiceW,ǧ

ranging from WXablecoinW WYch aW BinanceƅW BGBP and Pa\oW Gold Xo decenXrali^ed oracleWǧ

WYch aW Band ProXocol and Tellor.ǧǧ
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ǧ

E\ecYXiZe SYmmaV]ǧ

MaXic NeX[orkž iW a La]er 2 Wcaling WolYXion XhaX achieZeW Wcale b] YXili^ing WidechainWǧ

for off-chain compYXaXion [hile enWYring aWWeX WecYriX] YWing Xhe PlaWma frame[orkǧ

and a decenXrali^ed neX[ork of Proof-of-SXake (PoS) ZalidaXorW. MaXic WXriZeW Xo WolZeǧ

Xhe WcalabiliX] and YWabiliX] iWWYeW [hile noX compromiWing on decenXrali^aXion andǧ

leZeraging Xhe e\iWXing deZeloper commYniX] and ecoW]WXem.ž A WerieW of XhoroYghǧ

WecYriX] aWWeWWmenXW haZe been carried oYX, Xhe goal of [hich iW Xo help MaXic proXecXǧ

Xheir YWerW b] finding and fi\ing kno[n ZYlnerabiliXieW XhaX coYld caYWe YnaYXhori^edǧ

acceWW, loWW of fYndW, caWcading failYre, and/or oXher ZYlnerabiliXieW. AlongWide eachǧ

WecYriX] finding, recommendaXionW on fi\eW and beWX pracXiceW haZe alWo been giZen.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ ǧ
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TeWXiRg SYmmaV]ǧ

SECURITY LEVELǧ

ǧ

SmarX conXracXW AYdiXǧ
ǧ
ThiW reporX haW been prepared aW a prodYcX of Xheǧ
WmarX conXracX aYdiX  reqYeWX b] MaXic.ǧǧ
ǧ
ThiW aYdiX [aW condYcXed Xo diWcoZer iWWYeW andǧ
ZYlnerabiliXieW in Xhe WoYrce code of WmarXǧ
conXracX implemenXaXion.ǧ

TYPEǧ SmarX conXracXWǧ

SOURCE CODEǧ hXXpW://giXhYb.com/maXicneX[
ork/poW-porXal/ǧ

ǧ LANGUAGEǧ SolidiX]ǧ

REQUESTǧ
DATEǧ JYl] 24, 2020ǧ

REVISIONǧ
DATEǧ AYg 19, 2020ǧ

METHODSǧ

A comprehenWiZe e\aminaXionǧ
haW been performed YWingǧ
WhiXebo\ Anal]WiW. In deXail,ǧ
D]namic Anal]WiW, SXaXicǧ
Anal]WiW, and ManYal ReZie[ǧ
[ere YXili^ed.ǧ

ǧ ǧ
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ǧ

ReZie[ NSXeWǧ

Overview 

A primar] focYW for Xhe aYdiX iW Xo haZe a XhoroYgh look aX Xhe žVPaUW cRQWUacWV WhaW 

SRZeU Whe PRS (SURRf-Rf-VWake) baVed bUidge PechaQiVP fRU ​MaWic NeWZRUk​.​ Specificall]ǧ

[e [anX Xo make WYre XhaX Xhe e\iX mechaniWm iW correcXl] implemenXed and cannoX beǧ

e\ploiXed Xo [iXhdra[ Xhe XokenW depoWiXed on Xhe Widechain more Xhan once perǧ

XranWfer.ǧ

ǧ

Scope of Workǧ

Ɣ The aYdiX [ork [aW Wcoped Xo a Wpecific commiXǧ

F810D2400H54I61014943544719246I0F8E66401 ​ of Xhe WoYrce code per Xheǧ

agreemenXǧ

Ɣ The codebaWe are diZided inXo modYleW of WmarX conXracXW baWed on Xheirǧ

fYncXionaliXieW:ǧ

Childǧ

SmarXǧ
conXracXWǧ DeWcripXionǧ PASSǧ

ChildChainManag

erǧ

Ɣ OperaXeW on child chainǧ

Ɣ KeepW a mapping for correWponding Xokenǧ

addreWWeW beX[een Xhe rooX chain and child chainǧ

Ɣ S]ncW depoWiX XranWacXionWǧ

ǧ
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 ChildTokenǧ

Ɣ SmarX conXracX Xo add fYncXionaliXieW Xo depoWiXǧ

from and [iXhdra[ Xo Xhe rooX chain on Xop ofǧ

ERC20, ERC721, ERC1155, MinXable721 andǧ

MaXicWETH XokenW.ǧ

ǧ

ǧ

RooXǧ

SmarX conXracXWǧ DeWcripXionǧ PASSǧ

RooXChainManagerǧ

Ɣ DepoWiXW XokenW from Xhe rooX chain Xo Xhe childǧ

chainǧ

Ɣ ImplemenXW Xhe general e\iX mechaniWmǧ

ǧ

RooXTokenǧ
Ɣ ImplemenXaXion of ERC20, ERC721, ERC1155,ǧ

MinXable721 XokenW on rooX chainǧ
ǧ

SXaXeSenderǧ Ɣ SendW daXa Xo Xhe child chainǧ ǧ

TokenPredicaXeWǧ

Ɣ LockW XokenW afXer depoWiX from Xhe rooX chainǧ

Xo Xhe child chainǧ

Ɣ ImplemenXW Wpecific e\iX mechaniWm for eachǧ

Xokenǧ

ǧ

ǧ

Libǧ
ConXainW implemenXaXion of Xhe RLP encoding, Merkle Xree proof ZerificaXion, Merkle PaXricia Tree proofǧ

ZerificaXion.ǧ

ǧ

Commonǧ

ConXainW WXandard WolidiX] librarieW for WmarX conXracX YpgradabiliX] and acceWW conXrol.ǧ
ǧ

ǧ
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ǧ

ǧ

AYdiX SYmmar]ǧ

The codebaWe of Xhe projecX [aW idenXified Xo be carefYll] deWigned and deXailed, aW [ellǧ

aW properl] docYmenXed. In XoXal [e foYndž žone cViXical iWWYež žin Xhe e\iX mechaniWmǧ

(E\hibiX 1) XhaX enableW malicioYW aXXackerW repeaXed [iXhdra[al from Xhe childchain. Allǧ

oXher iWWYeW [ere of negligible imporXance and moWXl] referred Xo coding WXandardW andǧ

inefficiencieW.ǧ

ǧ

In Xhe Wecond roYnd [e haZe foYnd one major iWWYe XhaX enableW repla] aXXackW, oneǧ

beX[een Xhe child chain and main chain, Wecond beX[een differenX conXracXW on Xheǧ

child chain.ǧ

ǧ

Audit Revisions 

On 11Xh AYgYWX 2020 Xhe pYll reqYeWXž žSUHOLPLQDU\-DXGLW-IL[HV ​ ž[iXh commiXǧ

I33407FEHFIG0GEEG3GD2GD849HIEF60H6018F7G ​[aW WYbmiXXed. ThiW pYll reqYeWXǧ

fi\ed almoWX all liWXed iWWYeW e\cepX 5, 11, 15. The changeW [ere approZed b] Xhe CerXikǧ

aYdiX Xeam on Xhe Wame da].ǧ

ǧ

On 19Xh AYgYWX 2020 Xhe pYll reqYeWXž žIHDWXUH/PHWD-WUDQVDFWLRQ ​ ž[iXh commiXǧ

8GFF8E4E6476EIGIDD10HII76H1HHHG178I252HH ​ ​[aW WYbmiXXed. The pYll reqYeWX haWǧ

fi\ed all Xhe remaining iWWYeW. The changeW [ere approZed b] Xhe CerXik aYdiX Xeam on Xhe Wameǧ

da].ǧ
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ǧ

AYdiX FiRdiRgWǧ

E\hibiX 1ǧ

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

RepeaXed e\iXǧ SecYriX]ǧ CriXicalǧ
MerklePaXriciaProof.Wolǧ

LineW 150-153ǧ

ǧ

DeWcVipXion:ǧǧ

RooXChainManager.Wol lineW 250-255 Xhe žH[LWHDVK ​ iW deXermined b] Xhree facXorW, one ofǧ

[hich iW žLQSXWDDWDRLPLLVW>8@ ​, Xhe branch maWk, i.e. Xhe paXh in Xhe receipX merkle paXriciaǧ

Xrie from Xhe rooX Xo Xhe correWponding bYrning XranWacXion receipX.ǧ

ǧ

The paXh iW in b]XeW and XranWlaXed Xo he\ b] žBJHWNLEEOHAUUD\() ​ inǧ

MHUNOHPDWULFLDPURRI.VRO ​. There are 2 caWeW depending [heXher Xhe paXh in he\ haW oddǧ

or eZen lengXh. In caWe on line 150 [e accepX eZer] beginning nibble e\cepX 1,3 and eraWe Xheǧ

firWX X[o nibble in Xhe he\ arra], [hich meanW X[o arra]W 2055 and 4055 [oYld prodYce Xheǧ

Wame žBJHWNLEEOHAUUD\() ​ Xo b]paWW `Zerif]`, bYX Xhe] prodYce differenX žH[LWHDVK ​ Wo oneǧ

can e\iX more Xhan once.ǧ

ǧ

RecommendaXionW:ǧ

One needW Xo check in Xhe žHOVH ​ caWe XhaX Xhe firWX X[o nibbleW are 20 ([e don'X allo[ paXhWǧ

ending in e\XenWion nodeW here).ǧ

ǧ

ǧ
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ǧ

AlleZiaXion:ǧǧ

In commiX žI33407F ​Xhe compYXaXion of e\iXHaWh Xhe componenX inpYXDaXaRLPLiWX[8] iWǧ

changed Xoǧ

MHUNOHPDWULFLDPURRI.BJHWNLEEOHAUUD\(LQSXWDDWDRLPLLVW>8@.WRB\WHV()) ​,ǧ

[hich makeW Xhe branchMaWk YniqYe.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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ǧ

E\hibiX 2ǧ

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

RedYndanX reXYrn WXaXemenXǧ
Codeǧ

opXimi^aXionǧ
InformaXionalǧ

MerklePaXriciaProof.Wolǧǧ

LineW 102, 107ǧ

ǧ

DeWcVipXion:ǧ

The defaYlX reXYrn ZalYe iW žIDOVH ​ Wo Xhe reXYrn WXaXemenXW on lineW 107 and 102 are noX neededǧ

and Xhe žHOVH ​ caWe on line 101 can be omiXXed.ǧ

ǧ

RecommendaXionW:ǧ

OmiX Xhe YnneceWWar] code.ǧ

ǧ

AlleZiaXion:ǧ

The recommendaXion haW been aWWimilaXed in commiX žI33407F.ǧ ǧ
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ǧ

E\hibiX 3ǧ

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

InXeger Ynderflo[ǧ AriXhmeXicǧ InformaXionalǧ
RooXChainManager.Wolǧǧ

Line 342ǧ

ǧ

DeWcVipXion:ǧ

The WYbXracXion žEORFNNXPEHU - VWDUWBORFN ​ iW YnWafe and can caYWe inXeger Ynderflo[,ǧ

bYX [e belieZe XhiW cannoX be e\ploiXed in an] [a] aW iX [oYld cerXainl] caYWe Xhe Merkle proofǧ

ZerificaXion Xo fail.ǧ

ǧ

RecommendaXionW:ǧ

UWe SafeMaXh for ariXhmeXic operaXionW.ǧ

ǧ

AlleZiaXion:ǧ

SafeMaXh YWage haW been added in commiX žI33407F.ǧ

ǧ ǧ
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ǧ

E\hibiX 4ǧ

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

Unlocked compiler ZerWionǧ
Compilerǧ

ZerWionǧ
InformaXionalǧ All WmarX conXracXW headerWǧ

ǧ

DeWcVipXion:ǧ

An Ynlocked compiler ZerWion in Xhe WoYrce code of Xhe conXracX permiXW Xhe YWer Xo compile iXǧ

aX or aboZe a parXicYlar ZerWion. ThiW, in XYrn, leadW Xo differenceW in Xhe generaXed b]Xecodeǧ

beX[een compilaXionW dYe Xo differing compiler ZerWion nYmberW.ǧ

ThiW can lead Xo an ambigYiX] [hen debYgging aW compiler Wpecific bYgW ma] occYr in Xheǧ

codebaWe XhaX [oYld be hard Xo idenXif] oZer a Wpan of mYlXiple compiler ZerWionW raXher Xhan aǧ

Wpecific one.ǧǧ

ǧ

RecommendaXionW: ǧ

We adZiWe XhaX Xhe compiler ZerWion iW inWXead locked aX a Wpecific ZerWion poWWible XhaX Xhe fYllǧ

projecX can be compiled aX.ǧǧ

ǧ

AlleZiaXion:ǧ

Compiler ZerWion haW been locked in commiX žI33407F.ǧ

ǧ

ǧ

ǧ
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ǧ

E\hibiX 5ǧ

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

InXerface WXrYcXYreǧ Coding WX]leǧ InformaXionalǧ IChildToken.Wolǧ

ǧ

DeWcVipXion:ǧ

The IChildToken inXerface conXainW onl] Xhe depoWiX fYncXion and iW inheriXed in eZer] Childǧ

Token conXracX. EZer] Child Token conXainW an addiXional [iXhdra[ fYncXion [hich iW eWWenXialǧ

becaYWe iX enableW Xoken [iXhdra[al from Xhe child chain Xo Xhe main chain Wo [e belieZe XhiWǧ

fYncXion belongW Xo Xhe general paXXern aW [ell, i.e. IChildToken inXerface.ǧ

ǧ

RecommendaXionW:ǧ

Add [iXhdra[ Xo Xhe IChildToken inXerface.ǧ

ǧ

AlleZiaXion:ǧ

AOO chiOd WRkeQV aUe QRW e[SecWed WR haYe Whe VaPe iQWeUface fRU ZiWhdUaZ. FRU eg. ERC20 

WRkeQV ZiOO haYe ViQgOe SaUaP fRU aPRXQW aQd ERC1155 ZiOO haYe 2 SaUaPV fRU aPRXQW aQd 

WRkeQId. DXe WR WhiV UeaVRQ, QRW addiQg ZiWhdUaZ fXQcWiRQ WR ​IChildTokenž iQWeUface.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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E\hibiX 6ǧ

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

MYlXiple lookYpW from WXorageǧǧ
GaWǧ

opXimi^aXionǧ
InformaXionalǧ

RooXChainManager.Wolǧ

LineW 275, 281ǧ

ǧ

DeWcVipXion:ǧ

The ZalYe in WXorage žFKLOG7RRRRW7RNHQ>FKLOG7RNHQ@ ​ iW looked Yp X[ice in e\iX fYncXion.ǧ

Each lookYp coWXW 200 gaW each. IX [oYld be beXXer Xo aWWign XhiW ZalYe Xo a memor] Zariable,ǧ

becaYWe boXh memor] aWWignmenX and look Yp coWX 3 gaW each. 

 

RecommendaXionW:ǧ

UWe memor] aWWignmenX Xo aZoid mYlXiple WXorage lookYpW.ǧ

ǧ

AlleZiaXion:ǧ

The recommendaXion haW been aWWimilaXed in commiX žI33407F.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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E\hibiX 7ǧ

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

DepoWiXor roleǧ
FYncXionǧ

logicWǧ
InformaXionalǧ All Child Token conXracXWǧ

ǧ

DeWcVipXion:ǧ

In Xhe conWXrYcXorW of žCKLOG7RNHQ ​ conXracXW Xhe depoWiXor role iW aWWigned Xo Xhe conXracXƅWǧ

creaXor. The depoWiXor iW an imporXanX role aW iX iW Xhe onl] addreWW XhaX iW aYXhori^ed Xo depoWiXǧ

Xhe XokenW from rooX conXracX Xo child conXracX. From Xhe naXWpec iX iW eZidenX XhaX onl] Xheǧ

CKLOGCKDLQMDQDJHU ​ conXracX WhoYld poWWeWW XhiW role and XhiW conXracX doeW noX deplo] Xheǧ

CKLOG7RNHQ ​ conXracXW Wo one [oYld needW Wome XranWacXionW Xo paWW oZer Xhe depoWiXorǧ

righXW.ǧ

ǧ

RecommendaXionW:ǧ

AWWign Xhe depoWiXor role direcXl] Xo Xhe ChildChainManager in Xhe conWXrYcXor.ǧ

ǧ

AlleZiaXion:ǧ ǧ

In commiX žI33407F ​Xhe depoWiXor role haW been iniXiaXed Xož FKLOGCKDLQMDQDJHU ​.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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E\hibiX 8ǧ

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

UHTXLUH​ error meWWageǧ Coding WX]leǧ InformaXionalǧ
RLPReader.Wol Line 104, 168,ǧ

208,ǧ

ǧ

DeWcVipXion:ǧ

UHTXLUH ​ can be YWed Xo check for condiXionW and Xhro[ an e\cepXion if Xhe condiXion iW noXǧ

meX, in [hich caWe Xhe error meWWage proZided b] Xhe deZeloper [ill appear. ThiW iW [h] a Zer]ǧ

deWcripXiZe error meWWage iW needed.ǧ

ǧ

ǧ

RecommendaXionW:ǧ

Adding an error meWWage deWcribing Xhe failed condiXion.ǧ

ǧ

AlleZiaXion:ǧ ǧ

In commiX  žI33407F ​error meWWageW haZe been added.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

17ǧ



ǧ

E\hibiX 9ǧ

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

LVLLVW()​ ZerificaXionǧ LogicWǧ InformaXionalǧ RLPReader.Wol Line 165-183ǧ

ǧ

DeWcVipXion:ǧ

The fYncXion žQXPIWHPV() ​ calcYlaXeW Xhe nYmber of elemenXW in an žRLPIWHP ​ repreWenXing aǧ

liWX, Wo iX WhoYld check [heXher Xhe inpYX indeed repreWenXW a liWX. For e\ample iX [oYld reXYrnǧ

Xhe lengXh of a WXring. On Xhe oXher hand adding a žUHTXLUH ​ check iW noX neceWWar] and [oYldǧ

onl] coWX more gaW, Wince Xhe onl] place XhiW fYncXion iW YWed iW in žWRLLVW() ​ and Xheǧ

aforemenXioned condiXion iW alread] checked. The e\hibiX iW here jYWX for compleXeneWW in caWeǧ

Xhe žRLPRHDGHU.VRO ​ librar] iW e\panded and Xhe fYncXion žQXPIWHPV() ​ iW YWed in addiXionalǧ

fYncXionW.ǧ

ǧ

ǧ

RecommendaXionW:ǧ

Add žUHTXLUH ​ check if neceWWar].ǧ

ǧ

AlleZiaXion:ǧ ǧ

In commiX  žI33407F ​Xhe check and iWWYe deWcripXion haZe been added Xo Xhe commenXW ofǧ

QXPIWHPV() ​ fYncXionǧ

ǧ

ǧ

ǧ
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E\hibiX 10ǧ

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

UnneceWWar] žLI​ claYWeǧ LogicWǧ InformaXionalǧ RLPReader.Wol Line 229ǧ

ǧ

DeWcVipXion:ǧ

Checking in Xhe fYncXion žQXPIWHPV() ​ [heXher žLWHP.OHQ == 0 ​ Xo reXYrn ^ero iW noX neededǧ

Wince if žLWHP.OHQ == 0 ​ Xhen iX doeW noX encode a liWX, becaYWe Xhe RLP encoding of an empX]ǧ

liWX iW ž0[C0 ​. MoreoZer Xhe fYncXion žQXPIWHPV() ​  iW onl] YWed in žWRLLVW() ​ and righX beforeǧ

calling žQXPIWHPV() ​ Xhe condiXion žLVLLVW() ​ iW checked [hich e\clYdeW Xhe poWWibiliX] of anǧ

empX] iXem.ǧ

ǧ

ǧ

RecommendaXionW:ǧ

OmiX Xhe žLI ​ claYWe.ǧ

ǧ

AlleZiaXion:ǧ ǧ

In commiX  žI33407F ​Xhe recommendaXion haW been aWWimilaXed.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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E\hibiX 11ǧ

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

InefficienX compariWonǧǧ LogicWǧ InformaXionalǧ RLPReader.Wol Line 234ǧ

ǧ

DeWcVipXion:ǧ

In fYncXion žQXPIWHPV() ​ b] Xhe definiXion of žRLPIWHP ​ iX iW clear Xhe Xhe ZalYe of žFXUUPWU ​ canǧ

neZer e\ceed žHQGPWU ​ and Xhe [hile loop on line 234 [oYld WXop [hen žFXUUPWU ​ and žHQGPWUǧ

are eqYal, hence inWXead of žFXUUPWU < HQGPWU ​ [e can YWe žCXUUPWU != HQGPWU ​ aW eachǧ

noX eqYal compariWon coWXW 3 leWW gaW (negligible for WhorX žRLPIWHP ​, XhiW e\hibiX iW jYWX here forǧ

compleXeneWW) Xhan leWW Xhan compariWon.ǧ

ǧ

ǧ

RecommendaXionW:ǧ

UWe noX eqYal inWXead of leWW Xhan.ǧ

ǧ

AlleZiaXion:ǧ ǧ

The improZemenX iW negligible Wo Xhe E\hibiX [aW noX applied.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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ǧ

E\hibiX 12ǧ

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

E\clYWion of empX] b]XeW inpYXǧ
ImplemenXaX

ionǧ
InformaXionalǧ RLPReader.Wol LineW 53-64ǧ

ǧ

DeWcVipXion:ǧ

In WeZeral fYncXionW of žRLPRHDGHU ​ librar] [e check XhaX žLWHP.OHQ ​ iW noX ^ero. Indeed an] RLPǧ

encoding (eZen of empX] WXring or empX] arra]) iW non-empX], XhiW meanW [e WhoYld check XhiWǧ

condiXion in Xhe fYncXion žWRROSIWHP() ​ Xo e\clYde XhiW caWe before hand.ǧ

ǧ

ǧ

RecommendaXionW:ǧ

Check XhaX Xhe inpYX b]XeW are noX empX] in Xhe fYncXion žWRROSIWHP() ​.ǧ

ǧ

AlleZiaXion:ǧ ǧ

In commiX  žI33407F ​Xhe lengXh check haW been added.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧǧ
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ǧ

E\hibiX 13ǧ

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

Non YniqYe YinX encodingǧ
ImplemenXaX

ionǧ
Minorǧ RLPReader.Wol LineW 173-205ǧ

ǧ

DeWcVipXion:ǧ

The fYncXionW žWR8LQW() ​ and žWR8LQWSWULFW() ​ onl] Xake žRLPIWHP ​ repreWenXing žXLQW ​ aWǧ

inpYX. To geX Xhe daXa b]XeW onl] Xhe lengXh of Xhe pa]load offWeX iW calcYlaXed, [hereaW Xheǧ

conXenX of XhiW prefi\ iW noX conWidered, [hich meanW inZalid žRLPIWHP ​ [iXh prefi\eW of incorrecXǧ

lengXh or WhorX liWX [oYld WXill geX XhroYgh.ǧ

ǧ

ǧ

RecommendaXionW:ǧ

Check Xhe pa]load offWeX conXenX in žWR8LQW() ​ and žWR8LQWSWULFW() ​.ǧ

ǧ

AlleZiaXion:ǧ ǧ

In commiX  žI33407F ​Xhe prefi\ check haW been added.ǧ

ǧ

ǧ

ǧ

ǧ
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ǧ

E\hibiX 14ǧ

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

IncorrecX encoding of ZalYe ƈfalWeƉǧ
ImplemenXaX

ionǧ
Minorǧ RLPReader.Wol LineW 155-164ǧ

ǧ

DeWcVipXion:ǧ

According Xo RLP encoding WpecificaXion Xhe Wpecial ZalYe ƈfalWeƉ iW encoded aW ƈ0\80Ɖ, [hereaWǧ

in cYrrenX implemenXaXion of Xhe fYncXion ƈXoBooleanƉ iX iW ƈ0\00Ɖ.ǧ

ǧ

ǧ

RecommendaXionW:ǧ

Change Xhe implemenXaXion Xo follo[ Xhe WpecificaXion.ǧ

ǧ

AlleZiaXion:ǧ ǧ

WRBRROeaQ() iV QRW beiQg XVed aQ\ZheUe iQ Whe V\VWeP, Whe fXQcWiRQ iV UePRYed cRPSOeWeO\.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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ǧ

E\hibiX 15ǧ

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

Repla] aXXack beX[een child chainǧ

and rooX chainǧ

ImplemenXaX

ionǧ
Majorǧ NeX[orkAgnoWXic.Wol 37-87ǧ

ǧ

DeWcVipXion:ǧ

MaXic [anXW Xo enable YWerW Xo Wend XranWacXionW Xo maXic neX[ork [iXhoYX changing Xheǧ

neX[ork in Xheir [alleX Wo Xhe chainId iW Xhe Wame for boXh child chain and main chain. ThiWǧ

openW an aXXack ZecXor [hen a YWer [anXW Xo Wend a XranWacXion onl] Xo Xhe child chain, Xhen Xheǧ

aXXacker can WYbmiX Xhe Wigned XranWacXion Xo Xhe oXher chain againWX XhaX YWerƅW [ill. Theǧ

reqYireW Xhe Wame nonce, [hich can happen, and Xhe Wame conXracX addreWW on boXh chainW Xoǧ

haZe an e\ploiXable fYncXion, for e\ample [hen Xhe X[o conXracXW are deplo]ed from Xhe Wameǧ

addreWW.ǧ

ǧ

ǧ

RecommendaXionW:ǧ

Change Xhe chainID and check Xhe chainID before XranWacXion e\ecYXion.ǧ

ǧ

AlleZiaXion:ǧ ǧ

UWing Wame chainId for child Xoken conXracXW iW e\ploiXable. Changed NeX[orkAgnoWXic feaXYreǧ

Xo naXiZe meXa XranWacXion in commiX ž8GFF8E4 ​. The opcode žchainidž iW YWed Wo iX iW al[a]W Xheǧ

naXiZe chain id. ThiW chain id iW YWed aW WalX in EIP712 domain WeparaXor Wo XhaX meXamaWkǧ

allo[W Wigning X\ [iXh differenX chain id Xhan cYrrenXl] WelecXed neX[ork.ǧ

ǧ
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