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Summary

The purpose of our web application is to create a social media platform that allows users to
freely express and share their daily moments and thoughts throughout the day. We hope to
create a social platform where a user could just post and express their ideas freely in a
judgemental free environment. We have implemented multiple cloud services from aws that
further convenient us in developing our application. Our application allows users to engage,
post as well as modify their own posted media.


https://github.com/kuntakinte777/Cloud-A3-Project

Introduction

For this application, we have used AWS which provides us APIS, basic abstract technical
infrastructure and basic distributed computing tools [1]. They provide users a range of
resources, databases as well as services that web developers can utilise to deploy, manage
and sustain their web applications in a single setting. Our project we have heavily utilised
cloud computing services provided by aws. We have utilised aws elastic beanstalk for our
cloud deployment and have also made use of serverless services such as lambda, api
gateway and dynamoDB, the list of services we have used are stated below [2].

The motivation behind our idea is to essentially create a healthy social media platform fueled
with positivity for our users. Social media platforms in today’s era such as facebook and
twitter allows users to express, post and share moments of their lives freely. However, due to
the vast amount of freedom granted by these platforms, it also promotes online toxicity that
is very destructive towards a user’s mental health. Over the years, we have witnessed user’s
who are victim of cyberbullying from these platforms commited suicide or went into deep
stages of depression which takes a huge toll on the users lives whether it being physically or
mentally or both. Taking this into account, we have been motivated to create a social media
platform which only promotes positivity for our users.

Our application allows users to freely express their feelings, thoughts, activities and
moments whenever they want but without the toxicity that is provided in mainstream social
media services. Very much like twitter, our application allows users to sign up for an account,
and will be prompted for verification upon doing so utilising aws cognito. A user then will be
able to log in with the verified account and be directed to the main page. On our main page,
users are able to post their thoughts and moments while being able to view other user’s
shared media. However, to reduce toxicity, we have created a like function where users are
able to like other user’s posts if they find it interesting or generally like their content,
comments are disabled to prevent hate speech or cyberbullying. If a user essentially dislikes
a content posted by other users, they could only keep it to themselves, therefore each user
is only receiving likes based on the contents that they posted. Each time a user likes another
user’s content, an email (SES) will be sent to the related user informing them their post has
been liked. This promotes positivity as throughout the day, a user who constantly receives
like notification will feel better about themselves. Besides that, a user is able to modify their
password, and each password changed, a user will receive a text message (SNS) informing
them their password has been changed.

This app is required as social media plays an important role in the daily life of individuals in
today’s era. Majority of our world today has gone ‘online’ and taking this into account, users
need a space where they can interact with other users from different parts of the world. It
can be used in real-life as a socializing application, as we humans are social creatures [3]
and this provides a space where we are able to socialise with one another virtually.

Our application has been created with specific users in mind, many introverted and shy
individuals are often afraid and scared to voice their opinions. The advantages of our
application is, by creating a positive and toxic free environment, this provides a safe space
for these individuals where they can voice and give their opinion without worrying about
receiving hate speech from other users.



Related application

Our application is similar to a specific social media application, Twitter.

Twitter
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Twitter is a social media application that allows users to send and receive short posts and
messages called tweets [4]. Each tweet is limited to only 140 characters long. Twitter is a
majorly popular social platform that is often used by politicians, celebrities, influencers and
academic pages to engage with their fans as well as keeps their audience posted about
regular updates. Twitter is also used by the general public to follow and stay up-to-date with
the latest news and information. It is also used by individuals to promote, share, give
feedback to others and express their opinions about a certain matter. Twitter also has a
retweet function which allows users to retweet other people’s opinions and tweets to be
shared as their own, which further promotes engagement and reaches a higher number of
audience.



System Architecture
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Our application is developed using python flask and is rendered using html and css. Final
and testing versions of our application are deployed to elastic beanstalk using elastic
beanstalk command line interface. Based on the diagram above, this shows how each of our
services communicates with one another.

Elastic Beanstalk

We have used elastic beanstalk for our deployment to the cloud. It allows us to upload our
code of our application with environment configurations and will automatically provision and
deploy appropriate resources required in AWS to operate our application. Elastic beanstalk
auto includes other services such as ec2, auto scaling, elastic load balancing and aws health
monitoring service cloudwatch [5].



Cognito

This is a simple user identity and data synchronization service offered by aws [6]. It allows
us to authenticate each of our new users and it allows us to add authentication methods
based on our needs. It is aws backend solution to handle identity management.

S3

This is an Amazon Web Services S3 which we could call a Simple Storage Service, this is a
highly-scalable and secured service in the cloud. The data is stored as objects in buckets,
and is able to store an unlimited amount of data. This service is used in our application to
store the image object.

DynamoDB

DynamoDb is hosted NoSQL database offered by Amazon Web Services database system.
This service is designed for massive scalability with their automatic partitioning model as
data volumes grow. We used this service in our application to store all the forum-post
messages along with the username of the user who posted the message.

Simple Email Service (SES)

This service allows web owners or developers to send an email to their user. In order for
users to use this feature, users must register their email address before receiving a
notification email when someone likes their posts as an email must be registered into a
sandbox and be verified before use.

Simple Notification Service (SNS)

SNS is a service offered by aws. It is a fully managed service for messaging for application
to person communication [7]. Using the mobile humber submitted by the users, when a user
changes their password, a message will be sent to their related mobile humber informing
them regarding the performed action.

Lambda Functions

Lambda function is a serverless service that allows us to run code based on triggered events
and automatically provides the required computation resources to execute the code. Our
lambda function is triggered when a user creates a new post. The post will trigger the
lambda function to store the newly created post into dynamoDB. We have two lambda
functions, another is used to retrieve posts from the dynamoDB to be displayed in the main

page.

Api Gateway

The aws api gateway is a fully managed service that allows us to create and publish secure
api for our application [8]. We have created a RESTful APIS that enables us to establish a
two way communication of our application. We have used two api gateways, one is for post
request and the other is for get requests which in turn will trigger our lambda functions
above.



DocumentDB

This is a database service provided by aws to fully- manage JSON format data at scale. It is
an enterprise ready document database [9]. We have used it to store each of our images
links separately from dynamoDB to prevent mixture of data.

Developer Manual

This part explains a step-by-step guide to create a ForumBook application on a local
machine. Before proceeding, ensure you have installed Python 3 (not version 2) AWS SDK,
AWS CLI, and Docker.

Configure AWS

The following file is required to be used with AWS CLI. Firstly go to the ~/.aws file and
modify the credentials and config file as of below.

~/.aws/credentials

6iMEUhPe0Z/Fhim7ukkIc]

Gave IAM roles permission to work with my teammate

User name = Groups Access key age Password age
kuntakinte777  assignmeni2 and lambda-a3 & 47 days None
north_j None & Gdays None

north23 None None 10 days



Role name ~

aws-elasticbeanstalk-ec2-role

aws-elasticbeanstalk-servic

AWSServiceRoleForAPIGat

AWSServiceRoleForAutoSc...

AWSServiceRoleForElastic...
AWSServiceRoleForQrgani
AWSServiceRoleForRDS
AWSServiceRoleForSupport
AWSServiceRoleForTruste:
Forumbook-SMS-Role
getPostFunction-role-s6iq9.
lambda-api-gateway-role
postfunction-role-ex2hj7ds

signupfunction-role-1ko2Ip14

Trusted entities

AWS service: ec2

AWS service: elasticbeanstalk

AWS service: ops apigateway (Service-Linke..
AWS service: auloscaling (Service-Linked role)
AWS service: elasticloadbalancing (Service-...
AWS service: organizations (Service-Linked r
AWS service: rds (Service-Linked role)

AWS service: support (Service-Linked role)
AWS service: trustedadvisor (Service-Linked
AWS service: cognito-idp

AWS service: lambda

AWS service: lambda

AWS service: lambda

AWS service: lambda

Creating User Pool

User Pools | Federated Identities

Your User Pools

Role ARN

am:aws:iam.

armn:aws’iam:

armn:aws’iam:

am:aws:iam.

arn:aws:iam:

armn:aws’iam:

arn:aws:iam

am:aws:iam.

armn:aws’iam:

armn:aws’iam:

am:aws:iam.

arn:aws:iam:

armn:aws’iam:

arn:aws:iam

304315936547 rolefaws-elasticheanstalk-ec2..
304315936547 Tolefaws-elasticbeanstalk-ser

304315936547 role/aws-service-role/ops.api...

304315936547 rolefaws-service-rolefautoscal...

304315936547 role/aws-service-role/elasticlo. .
304315936547 rolefaws-service-role/organiz

304315936547 role/aws-service-role/rds ama. .
304315936547 rolefaws-service-role/support...
304315936547 Tolefaws-service-roleftrusteda. .

304315936547 Tolefservice-role/Forumbook-

304315936547 rolefservice-role/getPostrunc...

304315936547 role/lambda-api-gateway-role
304315936547 Tolefservice-role/postfunction-

304315936547 rolefservice-role/signupfuncti_.

Created roles to be used with lambda functions and other aws services

Lastactviny
Today
Today
None
Today
Yesterday
None
Yesterday
None
None
None
None
Today
None

5 days

By clicking “Create a user pool” it will bring you to this page, you can specify a pool name
that you desire and click on review defaults and click create pool.

User Pooals | Federated Iden

' Create a user péol

Name

Attributes

Policies

MFA and verifications
Message customizations
Tags

Devices

App clients

Triggers

Review

What do you want to name your user pool?

Give your user pool a descriptive name so you can easily identify it in the future.

Pool name

Required

How do you want to create your user pool?

Review defaults

Start by reviewing the defaults and then

customize as desired

Step through settings

Step through each setting to make your

choices

Update .env file in the project root directory (create a new one if not exists) according to the
user pool configuration object:



USER_POOL_ID=us-east-1_Gd3Licbad
CLIENT_ID=1jvdcfk3iutef258vvc8pd8p21l

USER_POOL_NAME=User

Giving elastic beanstalk access

aws  sarvices ¥ Q £\ noh?3 @3043-1593-6547 ¥  Global ¥  Support ¥
Identity and Access Instance Profile ARNs arn:aws:iam::304315936547 instance-profile/aws-elasticbeanstalk-ec2-role (]
Management (I1AM) 1
Path !
Dashboard Creation time 2021-06-06 01:36 UTC+0700

Last activity 2021-06-13 17:48 UTC+0700 (Today)
~ Access management
Maximum session 1 hour Edit
User groups

duration
Users
Roles Permissions Trust relationships Tags Access Advisor Revoke sessions
Folicies ~ Permissions policies (5 policies applied)

Identity providers
Attach policies © Add inline policy

Account settings

~ Access reports Policy name - Policy type ~

Access analyzer » AmazonS3FullAccess AWS managed policy ®

Archive rules .
3 AWSElasticBeanstalkWebTier AWS managed policy x

Analyzers i
3 AmazonSESFullAccess AWS managed policy x

Settings

» AWSElasticBeanstalkMulticontainerDoc...  AWS managed policy ®

Credential report .
P 3 AWSElasticBeanstalkWorkerTier AWS managed policy %

Oraanization activity

Creating S3 Buckets

In our application we create S3 buckets through aws console as shown below by clicking
“Create Bucket” you can specify the name you want to use for this bucket by filling the
bucket name and choosing the region that you want.

Create bucket

Buckets are containers for data stored in S3. Learn more [4]

General configuration

Bucket name

Bucket name must be unigue and must not contain spaces or uppercase letters. See rules for bucket naming [/

AWS Region

US East (N. Virginia) us-east-1 v

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

Choose bucket




(i) After creating the bucket you can upload files and folders to the bucket, and configure additional
bucket settings.

Cancel Create bucket

To update the bucket name, just change BUCKET_NAME on the file called util.py and
replace “assignment03bucket” with your desired name.

REGION_MAME = "us-east-1"
BUCKET _MNAME gnmentd3
TEMP_PATH = '/

DB_POST_COLLECTION = ‘posts

object_name

ClientError

Configure SNS

To create an SMS service, navigate to Simple Notification Service and click Text messaging
(SMS) on the left menu. Since our accounts are placed in the Amazon SES sandbox, phone
number must be verified first in order to send text messages as shown below:

Sandbox destination phone numbers (1)

Verified phone number v Verification status 'Y

+669 T @ Verified




Configure SES

To help prevent fraud and abuse, the new Amazon SES accounts are placed in the Amazon
SES sandbox so we cannot send an email to an unverified email. To use SES user must
“Verify a New Email Address” then filled in the email and click “Verify This Email Address”

=le)

Q, Search email addresses » | Al identities ~ € € 1to3of3items » >
Email Address Identities Verification Status
> fudjphfbfi@logicstreak.com verified
> kidonydnlup@solarunited.net verified
» s3679216@student.rmit.edu.au verified

Verify a New Email Address X

To verify a new emall address, enter it below and click the Verify This Email Address
button. A verification email will be sent to the email address you entered.

Email Address:

Cancel Verify This Email Address

Creating Lambda Functions

We have two lambda functions, one for getting a post detail and another one for creating a
new post. These two lambda functions have direct access to DynamoDB.

Lambda > Functions > getPostFunction

getPOStFunction | Throttle || Copy ARN H Actions ¥

v Function overview info

Description

Last modified

2 days ago

API Gateway o

arn:aws:lambda:us-east-1:304315936547:funct

+ Add trigger ion:getPostFunction




Lambda Functions postfunction

pOStfunCtion Throttle H Copy ARN H Actions ¥
v Function overview ifo
Description
postfunction .
% Layers ()] Last modified
2 days ago

AP Gateway @

arn:aws:lambda:us-east-1:304315936547:funct

-+ Add trigger ion:postfunction

Code Test Monitor Configuration Aliases Versions

Code source info Upload from w
File Edit Find View Go Tools Window Changes deployed e Q

Q B index.js x
€ » +function . 1 const AWS = require("aws-sdk");
g = o 2 const dynamodb = new AWS.DynamoDB({
5 3 region: "us-east-1",
H 4 apiVersion: "Z@12-88-10"
u 5 B;
=

Using cloudwatch to monitor logs of errors/activities

Log streams (3) ‘ Create log stream ‘ | Search all |

Q 1 c]
Log stream v Last event time v
2021/06/07 [[$LATEST161bc111a847441109cd14fc75c¢3a3035 2021-06-07 21:51:25 (UTC+10:00)

2021/06/07 [[$LATEST]1b87077b4f864d968f1ed3cc71315a81 2021-06-07 21:50:00 (UTC+10:00)
2021/06/07 /[$LATEST]b35bf92027574112bcdcbdalb05bbals 2021-06-07 18:28:13 (UTC+10:00)

Development

Go to project root directory and start MongoDB Docker container:

docker-compose up -d

To run the website on local machine (localhost), execute the following commands:

python3 -m venv env

pip3 install -r requirements.txt

source venv/bin/activate

python3 main.py




The complete environment variables needed for local development:
DEBUG=true

POST_API=https://vku62j9uff.execute-api.us-east-1.amazonaws.com/dev/post
s
REGION_NAME=us-east-1

USER_POOL_ID=us-east-1 Gd3Licbad
CLIENT _ID=1jvdcfk3iut@f258vvc8pd8p21l
USER_POOL_NAME=User

DB_HOST=127.0.0.1
DB_NAME=admin
DB_USERNAME=root
DB_PASSWORD=example

SENDER_EMAIL=fudjphfbfj@logicstreak.com

Deployment

To deploy the project to Elastic Beanstalk run:

eb deploy

Update environment variables in Elastic Beanstalk environment by navigating to Elastic
Beanstalk > Environments > Forumsbook-env-1 > Configuration:

Environment properties

The following properties are passed in the application as environment properties. Learn more [/}

Name Value

CLIENT_ID 1jvdefk3iutof258vve8pdspzl x
DB_HOST docdb-2021-06-12-08-25-49.cluster-chntqqa5w3ib.us-east-1.docdb X
DB_NAME forumsbook x
DB_PASSWORD dNhBRVXBBE9SUS x
DB_USERNAME forumsbook x
POST_API https://vku62]9uff.execute-api.us-east-1.amazonaws.com/dev/posts x
PYTHONPATH J/var/app/venv/staging-LQM1lest/bin x
SENDER_EMAIL fudjphfbfj@logicstreak.com x
USER_POOL_ID us-east-1_Gd3Licbad x

USER_POOL_NAME User x



User Manual
Login & Register Page

Before logging in, a user is required to sign up for a new account.

Welcome to Forumbook

Fill in all the forms and click the Register button, make sure email has not been registered.

Register

Email: l |

Mobile phone ‘ ‘
number:

Username: ‘ ‘

Password: ‘ ‘




Please enter a verification code that has been sent to your email address.

Sign up

Please input the verification code that is sent to email: s3679216@student.rmit.edu.au

Verification code: ‘

After signing up fill in the form to login

Log In

Username: | () |

Password: | ™ |

Want to join the forumsbook?
Sign up now!

This is the main page where users can post messages, search messages and view
messages.

Welcome back, fudj!

Message:
Image: Choose File |No file chosen

Message Posted Date Username

Kaitou Kid 2021-06-13, 10:43:07 kid



User can click change password to navigate to reset password page

, Forumbook Profile ~

Change Password

Wels ‘orumbook

Logout

Message:

Image: Choose File | No file chosen

By filling a previous password and the new password, the user will received a sms message
informing them that the password has been changed.

Reset Password

Previous password: | ~ |

New password: ‘ ~ |

Notice

test

Did you change your password? If
not, please secure your account
by resetting password.




Posting a message with a picture

Welcome to Forumbook

Message: Phantom Thief Kid

Image: Choose File | Kaito_Kid.png

View message Page

Users are able to view and like other users' posts and like their message, an email will be
sent to that user once their post has been liked.

=

Message:

Phantom Thief Kid

Posted At:
2021-06-13, 16:50:17

Posted By:
kid

@ mq"'t m £ Kidonydnlup@solarunited.net ¢ a =
& Inbox < Back
) Refresh fudj just liked your post o, Download [) source & Print [i] Delete

fudjphfofi@logicstreak.com

less than a minute ago
&= kldonydnlup@solarunited.net;

Someone just liked your post, check it out!
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