Protocol Docs

Debug logging of messages



Mediator Config

endpoint
https://devmediator.sensecrypt.com
wss://devmediator.sensecrypt.com

label: SenseCrypt Dev Mediator

wallet-type: askar
wallet-name: sensecrypt-mediator
wallet-key: sensecrypt-mediator-demo

wallet-storage-type: postgres_storage
wallet-storage-config: "{\"url\":\"localhost:5432\",\"wallet_scheme\":\"DatabasePerWallet\"}"
wallet-storage-creds: "{\"account\":\"ssaidbuser\",\"password\":\"ssaidbuser\",\"admin_account\":\"askar\",\"admin_password\":\"askar\"}"

inbound-transport
http, localhost
ws, localhost

outbound-transport

http
ws

#emit-new-didcomm-prefix: true

#log-level: debug

auto-provision: true

admin

admin-api-key: 48b9fa06-3062-4d84-91f7-b4fd395883e7

plugin: redis_queue.vl_0.events
plugin-config: config/local/plugins-config.yml

# Mediator does not use a ledger
no-ledger: true

# Mediation

open-mediation: true
enable-undelivered-queue: true
auto-disclose-features: true

# Connections
debug-connections: true
auto-accept-invites: true
auto-accept-requests: true
auto-ping-connection: true

# Print an admin invite
connections-invite: true
invite-label: "ACA-Py Dev Mediator"
invite-multi-use: true



Mediator URL

Indicio

https://public.mediator.indiciotech.io?c_i=eyJA
dHIwZSI6ICIkaWQ6c2920kJ6Q2JzTlHloTXJIgSGIx
WKRUVUFTSGc7c¢3BIYy9jb25uZWNOaW9ucy8xL|
AvaW52aXRhdGlvbilsICJAaWQiOiAiMDVIYzM5N
DItYTEyOSOOYWE3LWEzZDQtYTImNDgwYzNjZTh
hliwgInNIlcnZpY2VFbmRwb2ludCl61CJodHRwczo
vL3B1YmxpYy5tZWRpYXRvci5pbmRpY2lvdGVjaC
5pbylsIClyZWNpcGllbnRLZXIzljogWyJDc2dIQVpx
SktuWIRmMmc3hOMmRIR3JjN3U2M3ljeFIEZ25RdE
ZMeFhpeDIzYiJdLCAibGFiZWwiOiAiSW5kaWNp
byBQdWIJsaWMgTWVkaWFO0b3lifQ==

ACA-Py

https://devmediator.sensecrypt.com?c_i=eyJAd
HIwZSI61CIkaWQ6c2920kJ6Q2)zTlloTXJqSGIXW
kRUVUFTSGc7c3BlYy9jb25uZWNOaW9ucy8xLjA
vaW52aXRhdGlvbilsICJAaWQiOiAiZDdkOTZhMD
1tMzBiNCOOYWUYLWILMTQtMzgyYjYOM;ZkNjl2|
iwglmxhYmVsljoglINIbnNIQ3J5¢cHQgRGV2IE1IZG
IhdG9yliwgInNIcnZpY2VFbmRwb2ludCl61CJodH
RwczovL2RlIdm1IZGlhdG9yLnNIbnNIY3J5cHQuY
29tliwglInJlY2lwaWVudEtleXMiOiBbljRkaXZBQ2F
6QTVadOE3MTFoeVEXS2RHVUF6RThgbTNIZVI1
WjhnMORQRXNVII19



Connection Request to Mediator

Indicio

{"@id":"7459ad4c-6911-4857-938c-
al63e6cfoch2"," @type":"did:sov:BzCbsNYhM
riHigZDTUASHg;spec/connections/1.0/reques
t","~transport":{"return_route":"all"},"label":"
SenseCrypt
Wallet","connection":{"DID":"7g2Cx3tEKSWYp
sprXBu6v2","DIDDoc":{" @context":"https://w
3id.org/did/v1","id":"7g2Cx3tEKSWYpsprXBu6
v2","publicKey":[{"type":"Ed25519Verification
Key2018","id":"7g2Cx3tEKSWYpsprXBubv2#1"
,"controller":"7g2Cx3tEKSWYpsprXBu6v2","pu
blickeyBase58":"4dwVSCKK7Y7nSqiXAewx4r3
ibx9vzQils8it5UdGVbvE"}],"authentication":[{
"type":"Ed25519VerificationKey2018","public
Key":"7g2Cx3tEKSWYpsprXBubv2#1"}],"servic
e":[{"type":"IndyAgent","id":"7g2Cx3tEKSWYp
sprXBu6bv2#IndyAgentService","serviceEndpoi
nt":"didcomm:transport/queue","recipientKe
ys":["4dwVSCKK7Y7nSqiXAewx4r3ibx9vzQils8
it5UdGVbvE"],"routingKeys":[1}]1}}}

ACA-Py

{"@id":"aa08f12d-3884-4984-86d7-
7052fc81dfff"," @type":"did:sov:BzCbsNYhMr;j
HigZDTUASHg;spec/connections/1.0/request"
,"~transport":{"return_route":"all"},"label":"S
enseCrypt
Wallet","connection":{"DID":"7rVCO9WuRXxuLP
Pf268f47Vo","DIDDoc":{" @context":"https://
w3id.org/did/v1","id":"7rVCOWuURXuLPPf268f
47Vo","publicKey":[{"type":"Ed25519Verificat
ionKey2018","id":"7rVCOWuURxuLPPf268f47Vo
#1","controller":"7rVCOWUuURXuULPPf268f47Vo"
,"publicKkeyBase58":"4jeKTu2h813yVAeTdttq6
NbDcAJ2AIZnby681T9uMhIJF"}],"authenticatio
n":[{"type":"Ed25519VerificationKey2018","p
ublicKey":"7rVCOWuURxuLPPf268f47Vo#1"}],"s
ervice":[{"type":"IndyAgent","id":"7rVCOWuUR
XuLPPf268f47Vo#IndyAgentService","serviceE
ndpoint":"didcomm:transport/queue","recipi
entKeys":["4jeKTu2h813yVAeTdttq6NbDcAJ2
AlZnby681T9uMhIF"],"routingKeys":[1}1}}}



Connection Response

Indicio

{"@type": "did:sov:BzCbsNYhMrjHigZDTUASHg;spec/connections/1.0/response",
"@id": "477d74cf-24f2-4948-a845-d8395e4ef90d", "~thread": {"thid": "7459ad4c-
6911-4857-938c-a163e6cf9cb2"}, "connection~sig": {" @type":
"did:sov:BzCbsNYhMrjHigZDTUASHg;spec/signature/1.0/ed25519Sha512_single",
"signature": "oseul76VSaXQksyYvW268SJKcBKcEQLxxjuMh-
FIAXICdUaYru4sfiB6zRSsD8KEZHSVP7OWVY-1disath95Ag==", "sig_data":
"AAAAAGUdDRh7IkRIJRCI6ICIHdWg5cUt5RDVQRFEINWA2RVdAkVGhGIliwglkRIJRERVYYI6
IHsiQGNvbnRIeHQiOiAiaHROcHM6LYy93M2lkLm9yZy9kaWQvdjEiLCAiaWQiOiAiZGIkOn
NvdjpHdWg5cUt5RDVGRFEINWd2RVdAkVGhGIliwgIinB1YmxpYOtleSI6IFt7ImlkljogimRp
ZDpzb3Y6R3VoOXFLeUQ1akRRNTVndkVXZFRoRiMxliwgInR5cGUIOIAIRWQyNTUxOVZI
cmlimaWNhdGIvbktleTIwMTgiLCAiY29udHJvbGxlcil6ICJkaWQ6c2920kd1aDIXS3IENWp
EUTU1Z3ZFV2RUaEYiLCAicHVibGljS2V5QmFzZTU4ljogljlmdTg1 TWLEYjJGbVU3cXdWUT)pb3JpdHkiOiAwLCAicmVjaXBpZW50S2V5cyl6l
FsiOWZ10DVNaORiMkZtVTdxd1ZROGZKaFQ2N3BORzZCNFhQVOZTRIJNN2NoVnYiXSwg
InNlcnZpY2VFbmRwb2ludCl61CI3c3M6LYy9wdWIsaWMubWVkaWF0b3luaW5kaWNpb
3RIY2guaWsifV19fQ==", "signer":
"CsgHAZgJKnZTfsxt2dHGrc7u63ycxYDgnQtFLxXix23b"}}

From Mediator

ACA-Py

{"@type": "did:sov:BzCbsNYhMrjHigZDTUASHg;spec/connections/1.0/response"”,
"@id": "a5010bc9-57d7-46bb-82e7-4fc99ddd9569", "~thread": {"thid": "aa08f12d-
3884-4984-86d7-7052fc81dfff"}, "connection~sig": {" @type":
"did:sov:BzCbsNYhMrjHiqgZDTUASHg;spec/signature/1.0/ed25519Sha512_single",
"signature": "Z0Y9nK552q9nm4i42f2F40alGv-
0QaeFDOtI02H5y_ZPBxfobk9hHYLIdPcgblPsW84UkZUJEkvix6KNQTOXAA==",
"sig_data":
"AAAAAGUJEKB7IkRIRCI6ICIDTEpjSIZhRVBVb2tEUFFNamRpcVNzliwglkRJRERvYyI6I
HsiQGNvbnRIeHQiOiAiaHROcHM6LYy93M2lkLm9yZy9kaWQvdjEiLCAiaWQiOiAiZGIkO
NNvdjpDTEpjSIZhRVBVb2tEUFFNamRpcVNzliwgIinB1YmxpYOtleSI6IFt7ImlkljogimRp
ZDpzb3Y6QOXKYOpWYUVQVWIrRFBRTW pkaXFTcyMxliwgInR5cGUIOIAIRWQyNTUx)2aWNIRW5kcG9pbnQiOiAiaHROCHM6Ly9kZXZtZ
WRpYXRvci5zZW5zZWNyeXBOLmMNvbSJOLCB7ImlkljoglmRpZDpzb3Y6QOXKYOpWYU
VQVWOIrRFBRTWpkaXFTcztpbmR5MSIsICJ0eXBlljoglkluZHIBZ2VudClsIClwcmlvemlIO
eSI6IDAsICIyZWNpcGlIbnRLZXIzljogWyI3QkZmUmMhDQOp4N21zSGV5dVVAMWE3eE
hYdVhhblZ1MnVyUTJgSDZnVIZ6cCJdLCAic2VydmljZUVuZHBvaW50ljogindzczovL 2Rl
dm11ZGIhdG9yLnNIbnNIY3J5cHQuY29tIn1dfX0=", "signer":
"4divACazA5ZwA711hyQ1KdGUAzE8jm3eeYuZ8g3DPEsU"}}



Trust Ping

Indicio

{"@id":"329af37d-ecb0-4f94-84e0-
fdf00946c5df"," @type":"did:sov:BzCbsNYhMrjHi
gZDTUASHg;spec/trust_ping/1.0/ping","respons
e_requested":false}



Mediation Request

Indicio ACA-Py
{"@id":"6bca96f6-3c4d-461f-a3d3- {"@id":"97d105cd-7171-47c3-939%e-
03e514adf1c8","@type":"did:sov:BzCbs ea97f5537de6"," @type":"did:sov:BzCbsNYh
NYhMrjHigZDTUASHg;spec/coordinate- MrjHiqZDTUASHg;spec/coordinate-
mediation/1.0/mediate- mediation/1.0/mediate-
request”,"~transport":{"return_route":" request”,"~transport":{"return_route":"all"},
all"},"sent_time":"2023-10- "sent_time":"2023-10-04T07:21:59.4482"}

04T07:02:11.8157"}



Mediation Response

{"@type™
"did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/coordina
te-mediation/1.0/mediate-grant", "@id":
"e4a2e911-0207-470c-b07f-8e53826af599",
"routing_keys":
["'DGYY31KpABLT4ydNHw11rRneEL8a41X4s6xqgre2c
AEbn"], "endpoint":
"https://public.mediator.indiciotech.io"}

ACA-Py

('@type"
"did:sov:BzCbsNYhMrjHigZDTUASHg;spec/coordina
te-mediation/1.0/mediate-grant", "@id":
"bdf26024-b87a-474e-8db2-8dabd3fd05de",
"endpoint": "https://devmediator.sensecrypt.com",
"routing_keys":
["did:key:z6Mko2LnynhGbkPQdZ3PQBUgCmrzdH9a
Je7HTs4LKontx8Ge"]}



Trust Ping

Indicio

{"@id":"60838061-a22d-4f2b-954c-
4adb6141c895"," @type":"did:sov:BzCbsNY
hMrjHigZDTUASHg;spec/trust_ping/1.0/pi

ng","~transport":{"return_route":"all"},"co

mment":"pickup"”,"response_requested":tr
ue}



Connection Request (Key List Update

Request)

Indicio

{"@id":"cOa7ee6f-02a0-4a65-9511-
979da87e9eeb"," @type":"did:sov:BzCbs
NYhMrjHigZDTUASHg;spec/coordinate-
mediation/1.0/keylist-
update","~transport":{"return_route":"al
I"},"updates":[{"recipient_key":"4UAjc74
LnSdawdT1hmNT1DV42dcKSrftRk3jsVyw
C2RP","action":"add"}]}

ACA-Py

{"@id":"cd4d3663-cc43-4cce-9cbb-
e8f8bbeech92"," @type":"did:sov:BzCbsN
YhMrjHiqZDTUASHg;spec/coordinate-
mediation/1.0/keylist-
update","~transport":{"return_route":"al
I"},"updates":[{"recipient_key":"F7cEyTgz
UbFwHsTwC2cK2Zy8bdraeoMY8921gyD
mefwK","action":"add"}]}



Connection Request (Key List Response)

Indicio

{"@typE":
"did:sov:BzCbsNYhMrjHigZDTUASHg;spec
/coordinate-mediation/1.0/keylist-

update-response”, "@id": "7f4c498c-
aObf-4e5e-8fle-3a4554bf7e7c",
"updated": [{"recipient_key":
"4UAjc74LnSdawdT1hmNT1DV42dcKSrft
Rk3jsVywC2RP", "action": "add", "result":
"success"}]}

ACA-Py

{"@type™
"did:sov:BzCbsNYhMrjHiqZDTUASHg;spec/coordina
te-mediation/1.0/keylist-update-response", "@id":
"d9ec696a-4fb1-47b3-854a-c42f006d9e37",
"~thread": {"thid": "cd4d3663-cc43-4cce-9chb6-
e8f8bbeech92"}, "updated": [{"recipient_key":
"did:key:z6MktZsHZhwRp8kQQNJdsba9sfX8RD8S4g
btpOvwXFBnZtih", "action": "add", "result":
"success"}]}



Connection Request

Indicio

{"@id":"851fd0c8-0f2c-4456-aac4s-

02f21992151a"," @type":"did:sov:BzCbsNYhMrjHiqZDTU
ASHg;spec/connections/1.0/request","~transport":{"ret
urn_route":"all"},"label":"SenseCrypt
Wallet","connection":{"DID":"7N6MRohEbb3k3cutDR7H
Gi","DIDDoc":{" @context":"https://w3id.org/did/v1","id
":"7JN6MRohEbb3k3cutDR7HG","publicKey":[{"type":"E
d25519VerificationKey2018","id":"7N6MRohEbb3k3cut
DR7HGI#1","controller":"7N6MRohEbb3k3cutDR7HGI","
publicKeyBase58":"4UAjc74LnSdawdT1hmNT1DV42dcKS
rftRk3jsVywC2RP"}],"authentication":[{"type":"Ed25519
VerificationKey2018","publicKey":"7N6MRohEbb3k3cut
DR7HGIi#1"}],"service":[{"type":"IndyAgent","id":"7N6M
RohEbb3k3cutDR7HGi#IndyAgentService","serviceEndp
oint":"https://public.mediator.indiciotech.io","recipient
Keys":["4UAjc74LnSdawdT1hmNT1DV42dcKSrftRk3jsVy
wC2RP"],"routingKeys":["DGYY31KpABLT4ydNHw11rRne

EL8a41X4s6xqre2cAEbn"1}}1}1}

ACA-Py

{"@id":"ee294b7d-0b9e-41be-9e00-

043f0cfd850d"," @type":"did:sov:BzCbsNYhMrjHiqZDTU
ASHg;spec/connections/1.0/request","~transport":{"ret
urn_route":"all"},"label":"SenseCrypt
Wallet","connection":{"DID":"StwSYX1WFcJ7MBfYWxmu
Q9","DIDDoc":{" @context":"https://w3id.org/did/v1","i
d":"StwSYX1WFcJ7MBfYWxmuQ9","publicKey":[{"type":
"Ed25519VerificationKey2018","id":"StwSYX1WFcl7MBf
YWxmuQ9#1","controller":"StwSYX1WFcJ7MBfYWxmuQ
9","publickeyBase58":"F7cEyTgzUbFwHsTwC2cK2Zy8bdr
aeoMY8921gyDmefwK"}],"authentication":[{"type":"Ed2
5519VerificationKey2018","publicKey":"StwSYX1WFc)7
MBfYWxmuQ9#1"}],"service":[{"type":"IndyAgent","id":
"StwSYX1WFcJ7MBfYWxmuQ9#IndyAgentService","servi
ceEndpoint":"https://devmediator.sensecrypt.com","rec
ipientKeys":["F7cEyTgzUbFwHsTwC2cK2Zy8bdraeoMY89
21gyDmefwK"],"routingKeys":["did:key:z6Mko2LnynhGb
kPQdZ3PQBUgCmrzdH9ale7HTs4LKontx8Ge"]}]}}}



Connection Response

Indicio

{"@type":
"did:sov:BzCbsNYhMrjHigZDTUASHg;spec/connections/1.0/response",
"@id": "a967acef-6a98-4c4f-844a-83f9a8d2844c", "~thread": {"thid":
"851fd0c8-0f2c-4456-aac4-02f21992151a"}, "connection~sig":
{"@type":
"did:sov:BzCbsNYhMrjHigZDTUASHg;spec/signature/1.0/ed25519Sha51
2 single", "signature":
"a43qPwV0zd0jhtFMD50jeWLfK2DMbIKaMZ_vv8yVvxm60iL_BhY2fWfe
9pXkFYoqG7kwU4EX2h02-LsXICe3Bg==", "sig_data":
"AAAAAGUdEPx71kRJRCI6ICIANUCcxRTI4d2drWURKYm1Hb305UDZTliwgl
kRJRERvVYyI6IHsiQGNvbnRleHQiOiAiaHROCHM6Ly93M2lkLm9yZy9kaWQ
vdjEiLCAiaWQiOiAiZGIkOnNvdjo4NUcxRTI4d2drWURKYm1Hb305UDZTIi
wglnB1YmxpYOtleSI6IFt7ImlkljogimRpZDpzb3Y60DVHMUUS5eHdnallES
mMJtR2960VA2UyMxliwgInR5cGUIOIAIRWQyNTUXxOVZIcmImaWNhdGlvb
ktleTIwMTgiLCAiY29udHJvbGxIcil6IClkaWQ6c2920jg1RzFFOXh3Z2tZREp
ibUdvejlQNIMILCAicHVibGljS2V5QmFzZTU4ljogljRyYzV6MTE1N3J3YOpIN
UFVAEphRDRCTmFDUktMQjhUQzkzZ3dZTIZhcHIOIN1dLCAiYXV0aGVudGl
jYXRpb24i0iBbeyJ0eXBlljoglkVkMjUIMTITaWduYXR1cmVBdXRoZW50a
WNhdGlvbjlwMTgiLCAicHVibGljS2V5ljoglmRpZDpzb3Y60DVHMUUS5eHd
nallESmJtR2960VA2UyMxIn1dLCAic2VydmljzSI6IFt7ImlkljoglmRpZDpzb
3Y60DVHMUUS5eHdnallESmJtR2960VA2UztpbmR5liwgInR5cGUIOIAIS
W5keUFnZW50liwgIinByaW9yaXR5ljogMCwglnJIY2lwaWVudEtleXMiOiB
bljRyYzV6MTE1N3J3YOpINUFVdEphRDRCTmFDUktMQjhUQzkzZ3dZTIZh
cHIOII0sICJzZX)2aWNIRWS5kcG9pbnQiOiAiaHROcHM6Ly8wNjlkZDI4AMDE
0ZmQubmdyb2suYXBwIn1dfX0=", "signer":
"7s4FAUYHHARh98WfEKW6NRBhD9va8rcXJAm8FafgA3CR"}}

ACA-Py

{"@type":
"did:sov:BzCbsNYhMrjHigZDTUASHg;spec/connections/1.0/response",
"@id": "d85b5663-087a-4a54-b39d-1e64aa29ff77", "~thread": {"thid":
"ee294b7d-0b9e-41be-9e00-043f0cfd850d"}, "connection~sig":
{"@type":
"did:sov:BzCbsNYhMrjHigZDTUASHg;spec/signature/1.0/ed25519Sha51
2 _single", "signature":
"3jLDP50GPYKcHuUiHxuM®6jsoXsRTKzmIB50LN1Y10VmUQqFSNMRCLEK9w
yNe3Ki0z_n3HORJNOHicUhPsnOcpMAA==", "sig_data":
"AAAAAGUdGFd7IkRIRCI6ICIXZ05ycOFwVkNqd3g3b2RjY3h5S1ciLCAIREIE
RG9YjljogeyJAY29udGV4dCI6ICJodHRwczovL3czaWQub3JnL2RpZC92MSls
ICJpZCl6ICIkaWQ6c2920jFnTn)zQXBWQ2p3eDdvZGNjeHILVylsIClwdWIs
aWNLZXkiOiBbeylpZCI61CIkaWQ6c2920jFnTnJzQXBWQ2p3eDdvZGNjeH
ILVyMxIiwgInR5cGUIOiAIRWQyNTUXOVZIcmimaWNhdGlvbktle TwMTgiL
CAiY29udHJvbGxIcil6IClkaWQ6c2920jFnTn)zQXBWQ2p3eDdvZGNjeHIL
VylsICJwdWJsaWNLZXICYXNINTgiOiAiMU5Ubkp1bVByMVRheVNyS1NB
NOxgeXpXaVRuZHM2MIVWUIBYSG56WnRoUSJ9XSwgIimF1dGhlbnRpY2F
0aW9uljogW3sidHIwWZSI6ICIJFZDIINTE5U2InbmFOdXJIQXV0aGVudGljYXR
pb24yMDE4liwgIinB1YmxpYOtleSI6ICIkaWQ6c2920jFnTn)zQXBWQ2p3e
DdvZGNjeHILVyMxIn1dLCAic2VydmljZSI6IFt7ImlkljoglmRpZDpzb3Y6MW
dOcnNBcFZDand4N29kY2N4eUtX02luZHkiLCAidHIwZSI61C)JbmR5QWdI
bnQiLCAicHJpb3JpdHkiOiAWLCAicmVjaXBpZW50S2V5cyl6IFsiMU5Ubkpl
bVByMVRheVNyS1NBNOxgeXpXaVRuZHM2MIVWUIBYySG56WnRoUSJdL
CAic2VydmljZUVuzZHBvaW50ljoglmh0OdHBzOi8vMDYyZGQyODAXNGZKL
m5ncm9rLmFwcCJ9XX19", "signer":
"7s4FAUYHHARh98WfEKWG6NRBhD9va8rcXJAm8FafqA3CR"}}



