
DP ID DP Name
Data Transm
ission Type

Date Type
Function At
tribute

Remarks

1 Control
Issue and rep
ort

enum
Enumerated va
lues：open,st
op,close

【必选项】用
于控制电机的
开启、暂停、
关闭。该DP点
枚举值参数不
允许修改，不
允许增减。

2 Percentage
Issue and rep
ort

value
Values range
：0-100，Pitc
h：1，Unit：%

如果窗帘电机
可以监控窗帘
目前的所处位
置，例如窗帘
现在开了一半
，也就是50%，
那么可以通过
该DP点进行窗
帘位置的自定
义控制。控制
使用该DP点，
如果选择了该D
P点，必选选择
“”开启百分
比状态显示“
”，该DP点数
值范围值参数
不允许修改，
不允许增减。

3 Percentage Only report value
Values range
：0-100，Pitc
h：1，Unit：%

该DP点与“”
开启百分比状
态控制“”配
套使用。改DP
点用于显示实
际窗帘所处位
置。该DP点数
值范围值参数
不允许修改，
不允许增减。

4 Mode
Issue and rep
ort

enum
Enumerated va
lues：morning
,night

5
Motor Directi
on

Issue and rep
ort

enum
Enumerated va
lues：forward
,back

用于设置电机
转向，顺时针
，或者逆时针
，forward代表
顺时针，back
代表逆时针

6 Auto Power
Issue and rep
ort

bool

用于设置窗帘
电机是否允许
人为手动拉动
窗帘时，会自
动启动全开或
者全关。例如
开启自启动，
人为拉动窗帘
是，电机会因
为惯性启动起
来。

【必选项】用
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7 Work State Only report enum
Enumerated va
lues：opening
,closing

于显示电机的
当前工作状态
。该DP点枚举
值参数不允许
修改，不允许
增减。如需要
修改在APP面板
中显示的内容
，可以前往第
四步的拓展中
心，多语言管
理修改代表值
，新增的枚举
值所代表的的
内容也是在多
语言中修改代
表值。

8 Countdown
Issue and rep
ort

enum
Enumerated va
lues：cancel,
1h,2h,3h,4h

设备倒计时，
该DP点枚举值
可增减，但不
可修改枚举值
名称，例如可
以删除4，但是
不能把4改为其
他词，可以增
加，仅支持增
加数字，未选
则不展示该功
能。 如需要修
改在APP面板中
显示的代表名
称，可以前往
第四步的拓展
中心，多语言
管理修改代表
值，新增的枚
举值所代表的
的内容也是在
多语言中修改
代表值。

9 Left Time Only report value

Values range
：0-86400，Pi
tch：1，Unit
：s

倒计时剩余时
间显示

10 Total Time Only report value

Values range
：0-120000，P
itch：1，Unit
：ms

用于APP面板中
窗帘全程的时
间，单位是MS
，例如上报500
0，就代表 5S
，也就是APP面
板中窗帘动态
全程的时间。

11 Situation_set Only report enum

Enumerated va
lues：fully_o
pen,fully_clo
se

上报该DP点枚
举值，以告知A
PP，该窗帘，1
00%对应的是全
开，还是全关
。不上报或者
不选择改DP点
，则默认100%
为全关。

12 Fault Only report bitmap

【必选】设备
上报故障值，
该DP点枚举值
可增减，但不
可修改枚举值
名称，例如可
以删除motor_f
ault，可以增
加其他值，未
选则不展示该
功能。 如需要
修改在APP面板
中显示的内容
，可以前往第
四步的拓展中
心，多语言管
理修改代表值
，新增的枚举
值所代表的的
内容也是在多
语言中修改代
表值。



Field Length (Byte) Description

Frame header 2 Fixed value of 0x55aa

Version 1
Used during upgrade and exten
sion

Command word 1 Detailed frame type

Data length 2 Big endian

Data xxxx

Checksum 1
Reminder of the byte sum star
ting from the frame header to
256

Communication Protocol

Serial port communication conventions

Bits per second: 9600

Data bits: 8

Parity: None

Stop bits: 1

Flow control: None

MCU: control board control chip, interworking with a Tuya module over a serial

port

Frame format description

Communication protocols - Basic protocols

1. Heartbeat detection

1.1 After being powered on, a module sends heartbeat packets continuously

until it receives a response. After receiving a response, the module sends

heartbeat packets at 15s intervals.

1.2 The MCU periodically checks whether the module is working properly based

on heartbeat packets.

2. Querying product information

2.1 Product ID (PID): PIDs are generated on the Tuya Smart platform to record

information about products on the cloud.

2.2 MCU software version number: The version number is in x.x.x format, where

x is a decimal number within the range of 0 to 9.

2.3 Network configuration mode:

The default, low-power, and special network configuration modes are

available. Typically, the default network configuration mode (00) is used.

2.3.1. Default network configuration: By default, a module enters the smart

network configuration mode upon first power-on. If no other commands are

received, the module is always in network configuration state.

2.3.2. Low-power network configuration: To meet different customer

requirements, Tuya's modules also support the low-power mode. A module enters



55 aa 03 01 00 2a 7b 22 70 22 3a 22 52 4e 32 46

Frame header { " P " : " R N 2 F

56 41 67 58 47 36 57 66 41 6b 74 55 22 2c 22 76

V A g X G 6 W f A k t U " , " v

22 3a 22 31 2e 30 2e 30 22 2c 22 6d 22 3a 30 7d

" : " 1 . 0 . 0 " , " m " : 0 }

0c

Parity bit

this mode in the following scenarios:

(1) Network configuration is not performed within 10s after a module is

ready for network configuration and then the module is restarted within 3

minutes.

(2) Network configuration is not performed within 3 minutes after a module

is ready for network configuration.

After a module enters the low-power mode, network configuration for it

stops and the network configuration status indicator stops blinking.

2.3.3. Special network configuration: Before a module enters the low-power

mode, the system checks whether the module has been connected to the cloud

before.

(1) Network configuration is not performed within 10s after a module is

ready for network configuration and then the module is restarted within 3

minutes: If the module has never been connected to the cloud, the module

enters the low-power mode. If the module has been connected to the cloud

before, the module uses the previous routing information to connect to the

router.

(2) Network configuration is not performed within 3 minutes after a module

is ready for network configuration: If the module has never been connected

to the cloud, the module enters the low-power mode. If the module has been

connected to the cloud before, the module uses the previous routing

information to connect to the router.

Example: {"p":"RN2FVAgXG6WfAktU","v":"1.0.0","m":0}

p indicates the product ID, and the value is RN2FVAgXG6WfAktU. v indicates

the MCU version, and the value is 1.0.0. m indicates the network

configuration mode, and the value is 0 (0: default network configuration; 1:

low-power network configuration; 2: special network configuration).

3. Querying the module working mode set by the MCU

A module supports cooperative processing by the MCU and module and processing

by the module alone for network configuration and indicator control.

3.1 Cooperative processing by the MCU and module

The module notifies the MCU of the current Wi-Fi status over a serial port.

The MCU displays the Wi-Fi status. After the MCU receives a reset request, it

directs the module to reset over a serial port.

3.2 Processing by the module

The module's GPIO drives the LED to show the Wi-Fi status. The module is

reset through GPIO input.

If the MCU selects processing by the module, skip the following description



Device Network Connect
ion Status

Description State Value

State 1
Smart network configuratio
n

0x00

State 2 AP mode 0x01

State 3
The Wi-Fi is configured, b
ut the device fails to con
nect to the router.

0x02

State 4
The Wi-Fi is configured, a
nd the device successfully
connects to the router.

0x03

State 5
The device connects to the
router and the cloud.

0x04

State 6
The Wi-Fi device is in low
-power mode.

0x05

of protocols 4 to 6. In processing by the module mode, the module triggers a

reset when it detects that the GPIO input is at a low level for more than 5s.

4. Device network connection status

4.1 A device has the following network connection states: (1) Smart network

configuration (2) AP mode (3) The Wi-Fi is configured, but the device fails

to connect to the router. (4) The Wi-Fi is configured, and the device

successfully connects to the router. (5) The device connects to the router

and the cloud. (6) Low-power mode In processing by the module mode, the LED

indicator states are as follows: State 1: The indicator blinks at 250 ms

intervals. State 2: The indicator blinks at 1500 ms intervals. State 3 or 6:

The indicator is off. State 4 or 5: The indicator is steady on.

4.2 When the module detects that the MCU has restarted or gone offline and

then online, the module sends the Wi-Fi status to the MCU.

4.3 When the Wi-Fi status of the module changes, the module sends the status

to the MCU.

4.4 When Processing by the module mode, the MCU does not need to implement

the protocol.

5. Resetting the Wi-Fi

If a module has connected to the network, reset the Wi-Fi to enable the

device to enter the network configuration state. After the Wi-Fi is reset,

the module enters smart network configuration by default.

6. Selecting a network configuration mode

A module can change between the smart and AP network configuration modes, as

shown in the preceding figure. It enters a network configuration mode based

on the corresponding protocol command.

7. Command delivery and status reporting

For details about product DP command delivery and status report protocols,

see Table 11-1 Communication protocol (product functions) commands.



8. Conditions for reporting the MCU working status

8.1 Using the 08 command word to query: After the MCU receives a command to

query the MCU working status, the MCU reports the status of all data points

(DPs), such as the switch and mode.

8.2 Proactive reporting: When the MCU status is changed and the MCU status is

controlled through a control board button but not an app, the MCU proactively

reports its status to the module.

8.3Scheduled reporting: If the timing function is enabled, the MCU reports

the countdown remaining time every minute.

9. (Optional) Support for MCU firmware upgrade

(1) The MCU can select firmware upgrade based on actual requirements. To

enable firmware upgrade for a product, log in to the Tuya Smart platform,

select the product on the Product page, click Advanced Features and click

Settings next to Firmware Updates Center.

(2) An app triggers MCU firmware upgrades. The module is used only as the

data transmission channel for MCU firmware upgrades.

(3) The MCU firmware upgrade modes include forcible hardware upgrade (not

recommended), notification upgrade, forced upgrade, and automatic upgrade.

You can select a mode when uploading the firmware to the Tuya Smart platform.

(4) The firmware can only be upgraded to a later version.

9.1 Upgrade startup

The firmware can be upgraded automatically or manually. In automatic upgrade

mode, the module automatically starts the MCU upgrade process if it detects a

new MCU firmware version on the cloud. In manual upgrade mode, the module

starts the MCU upgrade process only after you confirm the upgrade on your

app.

9.2 Upgrade package transmission

(1) The upgrade package data is transmitted in package offset (unsigned

short) + package data format.

(2) If the MCU receives 4-byte frame data and the package offset is greater

than or equal to the firmware size, package transmission ends.

For example, the upgrade file is 530 bytes (reply is not required for the

last data packet).

(1) In the first data packet, the offset is 0x00000000 and the length is 256

bytes.

0x55aa 00 0b 0104 00000000 xx…xx XX

(2) In the second data packet, the offset is 0x00000100 and the length is 256

bytes.

0x55aa 00 0b 0104 00000100 xx…xx XX

(3) In the third data packet, the offset is 0x00000200 and the length is 18

bytes.

0x55aa 00 0b 0016 00000200 xx…xx XX

(4) In the last data packet, the offset is 0x00000212 and the length is 0

bytes.

0x55aa 00 0b 0004 00000212 xx...xx XX



Frame Header and Version
Comm
and 
Word

Data
Leng
th

Data
Chec
ksum

Heartbeat 
detection

Sent
by t
he m
odul
e

0x55aa, 0x00 0x00
0x000
0

0xff

Repo
rted
by t
he M
CU

0x55aa, 0x03 0x00
0x000
1

0x00 (first packet)
or 0x01 (later pack
ets)

Chec
ksum

Querying p
roduct inf
ormation

Sent
by t
he m
odul
e

0x55aa, 0x00 0x01
0x000
0

0x00

Repo
rted
by t
he M
CU

0x55aa, 0x03 0x01
0x002
a

Mode: 
0: default network con
figuration 
1: low-power network c
onfiguration 
2: special network con
figuration 
Format: {"p":"javmt5rz
ejtbzqpq","v":"1.0.0",
"m":0}

Chec
ksum

Querying t
he module 
working mo
de set by 
the MCU

Sent
by t
he m
odul
e

0x55aa, 0x00 0x02
0x000
0

0x01

Repo
rted
by t
he M
CU (
coop
erat
ive 
proc
essi
ng b
y th
e MC
U an
d mo
dule
)

0x55aa, 0x03 0x02
0x000
0

Chec
ksum

Repo
rted
by t
he M
CU (
proc
essi
ng b
y th
e mo
dule
)

0x55aa, 0x03 0x02
0x000
2

The first and second b
ytes indicate the GPIO
SNs of the Wi-Fi statu
s indicator and Wi-Fi 
reset button, respecti
vely.

Chec
ksum

Sent

Wi-Fi status: 0x00: s
mart network configura
tion mode, in which th
e indicator blinks qui
ckly 0x01: AP mode, i
n which the Wi-Fi indi
cator blinks slowly 0x

10. (Optional) Obtaining the local time

Only products that support MCU time synchronization need the local time.

11. Wi-Fi function test

To test the Wi-Fi during mass production of a product, scan the specified

SSID of "tuya_mdev_test". The scanning result and signal strength percentage

are returned. We recommend that you invoke the product testing command 5s

after the module is powered on and initialized.

Table 11-1 Communication protocol (basic protocol) commands



Reporting 
the Wi-Fi 
status

by t
he m
odul
e

0x55aa, 0x00 0x03 0x000
1

02: The Wi-Fi is confi
gured, but the device 
fails to connect to th
e router. The indicato
r is off. 0x04: The d
evice connects to the 
router and the cloud. 
The indicator is stead
y on.

Chec
ksum

Repo
rted
by t
he M
CU

0x55aa, 0x03 0x03
0x000
0

Chec
ksum

Resetting 
the Wi-Fi

Sent
by t
he M
CU

0x55aa, 0x03 0x04
0x000
0

Chec
ksum

Repo
rted
by t
he m
odul
e

0x55aa, 0x00 0x04
0x000
0

0x03

Selecting 
a network 
configurat
ion mode (
smart or A
P network 
configurat
ion)

Repo
rted
by t
he M
CU (
smar
t ne
twor
k co
nfig
urat
ion)

0x55aa, 0x03 0x05
0x000
1

0x00
Chec
ksum

Repo
rted
by t
he M
CU (
AP m
ode)

0x55aa, 0x03 0x05
0x000
1

0x01
Chec
ksum

Sent
by t
he m
odul
e

0x55aa, 0x00 0x05
0x000
0

0x04

Querying t
he MCU wor
king statu
s

Sent
by t
he m
odul
e

0x55aa, 0x00 0x08
0x000
0

Chec
ksum

Repo
rted
by t
he M
CU

0x55aa, 0x03 0x07 N
Data of all DPs as the
initial values to be d
isplayed in the app

Chec
ksum

Upgrade st
artup

Sent
by t
he m
odul
e

0x55aa, 0x00 0x0a
0x000
4

Number of bytes in the
firmware upgrade packa
ge

Chec
ksum

Repo
rted
by t
he M
CU

0x55aa, 0x03 0x0a
0x000
0

Chec
ksum

Upgrade pa
ckage tran
smission

Sent
by t
he m
odul
e

0x55aa, 0x00 0x0b

0x000
4 Dat
a pac
kage 
lengt
h

The first four bytes i
ndicate the package of
fset, followed by byte
s indicating the data 
package content.

Chec
ksum

Repo
rted
by t
he M
CU

0x55aa, 0x03 0x0b
0x000
0

Chec
ksum

Repo
rted
by t
he M

0x55aa, 0x03 0x1c
0x000
0

Chec
ksum



(Optional)
Obtaining 
the local 
time

CU

Sent
by t
he m
odul
e

0x55aa, 0x00 0x1c
0x000
8

The data contains eigh
t bytes. Data[0] indic
ates whether the local
time is obtained. The 
value 0 indicates a fa
ilure to obtain the lo
cal time, and the valu
e 1 indicates that the
local time has been ob
tained. Data[1] indica
tes the year, and the 
value 0x00 indicates 
2000. Data[2] indicate
s the month, and the v
alue range is from 1 t
o 12. Data[3] indicate
s the day, and the val
ue range is from 1 to 
31. Data[4] indicates 
the hour, and the valu
e range is from 0 to 2
3. Data[5] indicates t
he minute, and the val
ue range is from 0 to 
59. Data[6] indicates 
the second, and the va
lue range is from 0 to
59. Data[7] indicates 
the week, and the valu
e range is from 1 to 7
.

Chec
ksum

Testing th
e Wi-Fi fu
nction (No
te: Scan t
he specifi
ed SSID of
"tuya_mde 
v_test".)

Repo
rted
by t
he M
CU

0x55aa, 0x03 0x0e
0x000
0

Chec
ksum

Sent
by t
he m
odul
e

0x55aa, 0x00 0x0e
0x000
2

The data contains two 
bytes. If Data[0] is 0
x00, the test failed.
If Data[0] is 0x01, t
he test was successful
. When Data[0] is 0x0
1, Data[1] indicates t
he signal strength, an
d its value range is f
rom 0 to 100. A large
r value indicates a st
ronger signal strength
, and the value 100 i
ndicates the strongest
signal strength. When 
Data[0] is 0x00 and D
ata[1] is 0x00, the s
pecified SSID is not s
canned. When Data[0] i
s 0x00 and Data[1] is
0x01, the authkey is 
not burned into the mo
dule.

Chec
ksum

ID
Funct
ion N
ame

Frame
Heade
r and
Versi
on

Comma
nd Wo
rd

Data 
Lengt
h

DP ID
Date 
Type

Data 
Lengt
h

Function Com
mand

Check
sum

1
Contro
l

Sent b
y the 
module

0x55aa
0x00

0x06
0x00 0
x05

0x01 0x04
0x00 0
x01

open:0x00
stop:0x01
close:0x02

Checks
um

Report
ed by 
the MC
U

0x55aa
0x03

0x07
0x00 0
x05

0x01 0x04
0x00 0
x01

Checks
um

2
Percen
tage

Sent b
y the 
module

0x55aa
0x00

0x06
0x00 0
x08

0x02 0x02
0x00 0
x04

0x0-0x64

Checks
um

Report
ed by 
the MC
U

0x55aa
0x03

0x07
0x00 0
x08

0x02 0x02
0x00 0
x04

Checks
um

Communication protocols - Functional protocols

Communication protocol (product function) commands



3
Percen
tage

Report
ed by 
the MC
U

0x55aa
0x03

0x07
0x00 0
x08

0x03 0x02
0x00 0
x04

0x0-0x64
Checks
um

4 Mode

Sent b
y the 
module

0x55aa
0x00

0x06
0x00 0
x05

0x04 0x04
0x00 0
x01

morning:0x00
night:0x01

Checks
um

Report
ed by 
the MC
U

0x55aa
0x03

0x07
0x00 0
x05

0x04 0x04
0x00 0
x01

Checks
um

5
Motor 
Direct
ion

Sent b
y the 
module

0x55aa
0x00

0x06
0x00 0
x05

0x05 0x04
0x00 0
x01

forward:0x00
back:0x01

Checks
um

Report
ed by 
the MC
U

0x55aa
0x03

0x07
0x00 0
x05

0x05 0x04
0x00 0
x01

Checks
um

6
Auto P
ower

Sent b
y the 
module

0x55aa
0x00

0x06
0x00 0
x05

0x06 0x01
0x00 0
x01

off:0x00
on:0x01

Checks
um

Report
ed by 
the MC
U

0x55aa
0x03

0x07
0x00 0
x05

0x06 0x01
0x00 0
x01

Checks
um

7
Work S
tate

Report
ed by 
the MC
U

0x55aa
0x03

0x07
0x00 0
x05

0x07 0x04
0x00 0
x01

opening:0x00
closing:0x01

Checks
um

8
Countd
own

Sent b
y the 
module

0x55aa
0x00

0x06
0x00 0
x05

0x08 0x04
0x00 0
x01 cancel:0x00

1h:0x01
2h:0x02
3h:0x03
4h:0x04

Checks
um

Report
ed by 
the MC
U

0x55aa
0x03

0x07
0x00 0
x05

0x08 0x04
0x00 0
x01

Checks
um

9
Left T
ime

Report
ed by 
the MC
U

0x55aa
0x03

0x07
0x00 0
x08

0x09 0x02
0x00 0
x04

0x0-0x15180
Checks
um

10
Total 
Time

Report
ed by 
the MC
U

0x55aa
0x03

0x07
0x00 0
x08

0x0a 0x02
0x00 0
x04

0x0-0x1d4c0
Checks
um

11
Situat
ion_se
t

Report
ed by 
the MC
U

0x55aa
0x03

0x07
0x00 0
x05

0x0b 0x04
0x00 0
x01

fully_open:0x00
fully_close:0x0
1

Checks
um

12 Fault

Report
ed by 
the MC
U

0x55aa
0x03

0x07
0x00 0
x05

0x0c 0x05
0x00 0
x01

bit0:motor_faul
t

Checks
um
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