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Division is one of the 4 basic arithmetic operations
Arguably also the most difficult to implement
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Each digit homomorphically encrypted in a 64 bits ciphertext:

Enc(u;) = ||=_| . I

Dividend i/ is a collection of ciphertexts
Divisor ' is a collection of ' ciphertexts

Modified version of schoolbook division
Partial remainders computed via full carry propagation

Quotient base 8 = 2 with digit-set {0, £1}
Redundancy ~ use of current remainder/divisor
s for quotient digit selection

Lookup tables from SRT diagrams [ WH86 ]
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Input: Nonnegative integers u = (Um+n-1 Um+n-2 ... Ug)4 and
V=(Vh-1Vp-2...Vgo)gWithvy_1#0
Output: g=|u/v]andr=umod v

Input: Nonnegative integers u = (Um+n-1Um+n-2 ... Ug)4 and
V=(Vh_1Vp—2...Vo)gWithvp_1=1
Output: g =|u/v]andr=umod v

Params: SRT radix B = 2, look-up table
LUT’: {0,1,2,3} — {-1,0,1}

Um+4n < 0;V — CPLII(V);V « 2V

for j = m downto O do

(WnWn-1... Wo)4 < (UjsnUjsn-1 ... Uj)a+V

B — whpmod2;0 < wy—p

if (0 =2)then (Uj+nUj+n-1 ... Uj)a — (BWn-1... W0)4
(WnWp-1... W0)4 « (Uj+nUj+n-1 ... Uj)a+V

G «— wp
if (B=1)then (UjsnUjsn-1... Uj)a—(0OwWp_1... Wo)s
qgj—p+p

end

q—(@mQgm-1...90)ar — (Un—1Upn—2 ... UQ)4

return g, r

(m+1)-(9+ 2log(n)) sequential PBS with 2-bit LUT

SRT method outperforms basic radix-based division

Um+n < 0;q0 < 1, v « CPLI(*)ﬂ—n(V -4m)

(S}n_l_n, Y 56)4 — (Um+n, 500 u0)4 D \
(cho i Co)a = (L(Uj+ V) /4])j=m+nto0

fori=1to2mdo

5 — sl@y st @4 shift(c!) @4 shift(c!)
C — (L(s; + s; + shift(c); + shift(c');) /4])j=m+nto 0
(r1, rO) — (§m+n, §m+n—1)4 + (_5m+n—1, 5m+n—2)4

if (r1 =0)then g; — 1 else q; — LUT/(rp)
if (gi=1)then v — CPLgﬂn(v . 4M)
elseif (gi=-1)thenv « (vh-1,...,Vvg, 0™y

stl=5S@,¢c@4V
citl = (L(si+cj+Vvj)/4])ji=m+ntoo0

end

~ 16m sequential PBS with 2-bit LUT

Number of sequential bootstraps independent of the number of digits
Based on small look-up tables ~» works nicely with TFHE (and its PBS)
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